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Chapter 1 About This Document

This guide gives quick instructions for getting started with Tectia Client and Server. There are alternative

client/server products for different platform architectures:
* Tectia Client/Server for AIX, Linux, Solaris, and Windows platforms
* Tectia Server for IBM z/OS for IBM mainframes

The instructions in this guide are intended for a system where Tectia Client is used to connect to Tectia

Server, and both are running on the Windows operating system.

The purpose of this quick start guide is to help you in getting the Tectia client/server solution up and

running with the default settings so that you can evaluate the product.

The target audience of this guide are system administrators and other professionals who need to evaluate
Tectia products. To be able to use the information presented in this document, you should have system-

administrator-level knowledge and know what Tectia Client and Server are meant for.

1.1 Reference Documents

The Tectia client/server solution is described and more advanced user instructions are given in the

following product-specific manuals:

» Tectia Client/Server Product Description contains general information about the product, its

architecture, main features, and the product structure.

 Tectia Client User Manual contains detailed instructions on installing, configuring and using Tectia
Client.

* Tectia Server Administrator Manual contains detailed instructions on installing, configuring and using

Tectia Server.

Instructions for evaluating Tectia Client and Server on Unix are available in a separate quick guide Tectia
Client/Server (Unix) Quick Start Guide.

1.2 Component Terminology

© 1995-2025 SSH Communications Security
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6 Chapter 1 About This Document

The following terms are used throughout the documentation.

client computer

The computer from which the Secure Shell connection is initiated.

Connection Broker
The Connection Broker is a component included in Tectia Client, and in the Tectia Server for IBM z/
OS client tools. Connection Broker handles all cryptographic operations and authentication-related

tasks.

host key pair
A public-key pair used to identify a Secure Shell server. The private hostkey file is accessible only to

the server. The public key file is distributed to users connecting to the server.

remote host
Refers to the other party of the connection, client computer or server computer, depending on the

viewpoint.

Secure Shell client
A client-side application that uses the Secure Shell version 2 protocol, for example sshg3, sftpg3,

or scpg3 of Tectia Client.

Secure Shell server

A server-side application that uses the Secure Shell version 2 protocol.

server computer
The computer on which the Secure Shell service is running and to which the Secure Shell client

connects.

SFTP server
A server-side application that provides a secure file transfer service as a subsystem of the Secure

Shell server.

Tectia Client
A software component installed on a workstation. Tectia Client provides secure interactive file
transfer and terminal client functionality for remote users and system administrators to access and
manage servers running Tectia Server or other applications using the Secure Shell protocol. It also

supports (non-transparent) static tunneling.

Tectia client/server solution
The Tectia client/server solution consists of Tectia Client, Tectia Server, and Tectia Server for IBM
z/OS (including the Tectia Server for IBM z/OS client tools).

Tectia Connections Configuration GUI
Tectia Client has a graphical user interface for configuring the connection settings to remote servers.

The GUI is supported on Windows and Linux.

PrivX Desktop File Transfer GUI
PrivX Desktop includes a graphical user interface (GUI) for handling and performing file transfers

interactively. The GUI is supported on Windows and Linux.

© 1995-2025 SSH Communications Security
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Documentation Conventions

Tectia Server

Tectia Server is a server-side component where Secure Shell clients connect to. There are two versions

of the Tectia Server product available: Tectia Server for Linux, Unix and Windows platforms, and

Tectia Server for IBM z/0OS.

Tectia Server for IBM z/OS

Tectia Server for IBM z/OS provides normal Secure Shell connections and supports the enhanced file

transfer (EFT) features and transparent TCP tunneling on IBM mainframes.

Tectia Server Configuration tool

Tectia Server has a graphical user interface that can be used to configure the server instead of editing

the configuration file. The GUI is supported on Windows.

transparent FTP tunneling

An FTP connection transparently encrypted and secured by a Secure Shell tunnel.

transparent TCP tunneling

A TCP application connection transparently encrypted and secured by a Secure Shell tunnel.

tunneled application

A TCP application secured by a Secure Shell connection.

user key pair

A public-key pair used to identify a Secure Shell user. The private key file is accessible only to the

user. The public key file is copied to the servers the user wants to connect to.

1.3 Documentation Conventions

The following typographical conventions are used in Tectia documentation:

Table 1.1. Documentation conventions

Convention Usage Example

Bold Tools, menus, GUI elements and | Click Apply or OK.
commands, command-line tools,
strong emphasis

- Series of menu selections Select File — Save

Mbnospace Command-line and Refer to r eadne. t xt
configuration options, file
names and directories, etc.

Italics Reference to other documents or | See Tectia Client User Manual
products, URLs, emphasis

Monospace Replaceable text or values rename ol dfil e newfile

Italics

# In front of a command, # # rpm--install package.rpn

indicates that the command is

run as a privileged user (root).

© 1995-2025 SSH Communications Security
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8 Chapter 1 About This Document

Convention Usage Example

$ In front of a command, $ $ sshg3 user @ost
indicates that the command is
run as a non-privileged user.

\ Atthe end of aline in a $ ssh-keygen-g3 -t rsa \
-F -c nykey

command, \ indicates that the
command continues on the next

line, but there was not space

enough to show it on one line.

0 Note

A Note indicates neutral or positive information that emphasizes or supplements important
points of the main text. Supplies information that may apply only in special cases (for example,

memory limitations, equipment configurations, or specific versions of a program).

A Caution

A Caution advises users that failure to take or to avoid a specified action could result in loss
of data.

1.3.1 Operating System Names

When the information applies to several operating systems versions, the following naming systems are

used:

 Unix refers to the following supported operating systems:
e IBM AIX
¢ Red Hat Linux, SUSE Linux
* Solaris

* IBM z/OS, when applicable; as Tectia Server for IBM z/OS is running in USS and uses Unix-like

tools.
* z/0OS is used for IBM z/OS, when the information is directly related to IBM z/OS versions.

* Windows refers to all supported Windows versions.

1.4 Customer Support

All Tectia product documentation is available at https://www.ssh.com/manuals/.

FAQ with how-to instructions for all Tectia products are available at https://documents.ssh.com/.

© 1995-2025 SSH Communications Security
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If you have purchased a maintenance agreement, you are entitled to technical support from SSH

Communications Security. Review your agreement for specific terms and log in at https://support.ssh.com/

Information on submitting support requests, feature requests, or bug reports, and on accessing the online

resources is available at https://support.ssh.com/.
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Chapter 2 Installation

This chapter gives instructions for installing the Tectia client/server solution on the Windows 64-bit

operating system running on x86-64 platform architecture.

Tectia products can also be run on other platforms. For a full list of supported operating systems and
instructions for installing Tectia on them, see Tectia Client User Manual and Tectia Server Administrator

Manual.

2.1 Preparing for Installation

Make the following preparations and check-ups before you start installing Tectia Client and Server.

2.1.1 Hardware and Disk Space Requirements

Tectia products do not have any special hardware requirements. They can be installed on any computer
capable of running the supported operating system versions and equipped with a functional network

connection.

The Tectia Client installation requires about 400 MB of disk space. Note that Tectia Client will save each
user's settings in that particular user's personal directory.

The Tectia Server installation requires 600 MB free disk space.

For general installation information, see Tectia Client User Manual and Tectia Server Administrator

Manual.
Prerequisites

Before installing Tectia Server product on Windows platform, make sure the firewall is open for incoming

connections to TCP port 22.

2.1.2 Upgrading Previously Installed Tectia Software

© 1995-2025 SSH Communications Security
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12 Chapter 2 Installation

If installed on the same machine, Tectia Client and Tectia Server should always be upgraded to be the

same version, because there are dependencies between the common components.

Check if you have some Secure Shell software, such as earlier versions of Tectia products or third-party
Secure Shell server or client, running on the machine where you are planning to install the new Tectia

versions.

In the following cases you must uninstall the existing version of Tectia Client/Server before installing

version 7.0.0:
* Your existing version is 6.0 or earlier.
* Your existing version of Tectia Client contains the transparent tunneling component.

In any other case you can upgrade to Tectia Client/Server 7.0.0 without first uninstalling the existing
version. The existing version will be automatically removed from the host during the installation

procedure.
Configuration File Access Permissions

When upgrading a previously installed version of Tectia Server, the access permissions for existing

configuration files will be checked during the upgrade installation.

The access permissions for the ssh- server-confi g. xnl configuration file should be as follows:
* The owner of the file is a member of the Administrators group.

* Only Administrators and SYSTEM may have full control of the file.

» Users are not allowed to modify the file.

* Other accounts do not have access to the file.

If the access permissions are not safe, you will see the Configuration File Permissions dialog box during

the upgrade installation. Do one of the following:

* Reset the permissions for the configuration file to the default safe state and continue with the

installation. (Recommended)

» Ignore the incorrect permissions and continue with the installation without fixing the permissions.
Note that if you decide to do this, the server might not be able to start. You can fix the permissions

manually later.

* Cancel the installation.

ﬁ Note

Your previous installation of Tectia Server has already been removed, so if you cancel the

installation, your machine will be left with no version of Tectia Server installed.

© 1995-2025 SSH Communications Security
Corporation Tectia® Client/Server 7.0 (Windows) Quick Start Guide



License File 13

Configuration File Permissions @

The access permissions for the configuration file 'C:\Program Files
l % (186)\55H Communications Security\55H Tectia\55H Tectia
Server\ssh-server-configxml' are not safe.

Please ensure that:

1. The owner of the configuration file is Administrator.

2, Only Administrators and SYSTEM have full access to the
configuration file.

3. Users are not able to modify the configuration file,

4, Other accounts do not have access to the configuration file.

To reset the permissions for the configuration file to the default safe
state and proceed with the installation, click 'Reset’.

To proceed with the installation without changing the permissions for
the configuration file, click 'Ignore’. Mote that if you do this, the server
may not be able to start.

To abort the installation, click 'Cancel'.

| Reset | | Ignore | | Cancel

Figure 2.1. Unsafe configuration file permissions

2.1.3 License File

Tectia Client and Server require a license to function. The license file for Tectia Client is named

st ¢70. dat and the license file for Tectia Server is named st s70. dat .
Consider the following license-related issues:

* The installation wizard automatically copies the license file to the correct directory when installing

from an extracted package.
After installation, the license file is located in the default installation directory:

e "C:\Program Files (x86)\SSH Communi cations Security\SSH Tectia\SSH Tectia AUX

\li censes" on 64-bit Windows versions

* In the commercial installation packages, the license file(s) are included in the compressed (. zi p) files

together with the release notes (. t xt ) files and the PDF-format documentation.

* The Tectia evaluation packages do not contain license files; the evaluation versions can be used for 45
days without a license file. A banner message will remind users of how many days are left until the

license expires.

* When upgrading the evaluation version or standard commercial version to Tectia Quantum Safe Edition
only license file(s) need to be copied to the license directory and Tectia Client and Server software

restarted.

2.1.4 Creating Operating System User Accounts

Tectia Server does not have a user management program of its own - the user accounts are created with

the standard operating system tools.

© 1995-2025 SSH Communications Security
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14 Chapter 2 Installation

On Windows, user login requires the rights to log on locally and to access the remote computer from the
network. Notice that on domain controllers, these rights are disabled by default. If Tectia Server is installed
on a domain controller, permissions to log on locally and to access the computer from the network must
be enabled on the domain controller for the intended group, for testing purposes for example the Domain

Users group.

2.2 Installing Tectia Software

This section introduces how Tectia Client and Server are installed on Windows running on the 64-bit

x86-64 platform architecture.

2.2.1 Installing Tectia Client on Windows

The Windows installation package is provided in the MSI (Windows Installer) format for Microsoft

Windows versions running on the 64-bit (x86-64) platform architecture.

The installation package is a zip file containing the license file and the executable Windows Installer
(MSI) packages.

You must have administrator rights to install Tectia Client on Windows.

The installation is carried out by a standard installation wizard. The wizard prompts you for information,

copies the program files and sets up the client.
To install Tectia Client on Windows, do the following:

1. Extract the contents of the installation zip file to any temporary location.

0 Note

The license file will be automatically imported to the correct location, if you extract the
contents of the . zi p package before running the . nsi installer.

If you run the . nsi installer directly from the . zi p package, you need to manually install the
(stc70. dat ) license file. The installation wizard will show an error message about missing license
file, and when you attempt to start Tectia Client, you are prompted to install the license manually to
the correct directory:

* On 64-bit Windows versions: "C: \ Program Fi | es (x86)\ SSH Comuni cati ons Security\ SSH
Tectial SSH Tectia AUX\Iicenses"

2. Locate the correct installation file ssh-t ecti a- cl i ent - <ver si on>- Wi ndows- <pl at f or m>. n8i , where:

* <version> shows the Tectia Client/Server release version and build number, for example
7.0.0.123.

* <pl at f or n» shows the platform architecture: x86_64 for 64-bit Windows versions.

© 1995-2025 SSH Communications Security
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Installing Tectia Server (and Client) on Windows 15

3. Double-click the installation file, and the installation wizard will start.
4. Follow the wizard through the installation steps and fill in information as requested.

5. Select Typical installation. For Tectia Client, it includes the sshg3.exe, scpg3.exe, and sftpg3.exe

command-line tools, and the graphical user interface for terminal and file transfer.
To install all components, select Complete when the wizard prompts for the setup type.

6. When the installation has finished, click Finish to exit the wizard.

The default installation directory is:

¢ On 64-bit Windows versions: "C:\ Program Files (x86)\SSH Communi cations Security\SSH

Tectia"

Desktop Icon

During Windows installation, a PrivX Desktop icon is added to your desktop. It opens the GUI for Tectia
Client.

Figure 2.2. The PrivX Desktop GUI icon

2.2.2 Installing Tectia Server (and Client) on Windows

The Windows installation package is provided in the MSI (Windows Installer) format for Microsoft
Windows versions running on the 64-bit (x86-64) platform architecture. Tectia Server installation package

can be used to install also Tectia Client.

The installation package is a zip file containing the Tectia Client/Server license files and the executable
Windows Installer (MSI) packages.

You must have administrator rights to install Tectia Client/Server on Windows.

ﬂ Note

Tectia Server cannot be installed on file systems that do not support permissions (for example,
FAT16 or FAT32). The hard disk partition where Tectia Server is installed must use the NTFS

file system.

The installation is carried out by a standard installation wizard. The wizard will prompt you for
information and will copy the program files, install the services, and generate the host key pair for the

SCrver.

© 1995-2025 SSH Communications Security
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16 Chapter 2 Installation

To install Tectia Server and (optionally) Tectia Client on Windows, do the following:
1. Extract the contents of the installation zip file to any temporary location.
2. Locate the correct installation file ssh-t ect i a- ser ver - <ver si on>- Wi ndows- <pl at f or m». nsi , where:

e <version> shows the Tectia Client/Server release version and build number, for example
7.0.0.123.

* <pl at f or n»> shows the platform architecture x86_64 for 64-bit Windows versions.

3. Double-click the installation file, and the installation wizard will start.

ﬂ Note

The license files for Tectia Client/Server will be imported automatically, if you extract the

contents of the . zi p package before running the . nsi installer.

If yourunthe . nsi installer directly from the . zi p package, you need to manually import the
license files (st s70. dat for Tectia Server and st ¢70. dat for Tectia Client) after completing
the installation. The installation wizard will show an error message about missing license
files, and when you attempt to start Tectia Client/Server, you are prompted to import the

license(s) manually to the correct directory:

e "C:\ProgramFil es (x86)\ SSH Conmuni cati ons Security\ SSH Tecti a\ SSH Tecti a
AUX\ | i censes" on 64-bit Windows versions

4. Follow the wizard through the installation steps and fill in information as requested.
The installation wizard will display options Typical, Custom and Complete.

If you do not want to install both Tectia Server and Client, select Custom and choose which product

components you wish to install.
The server host key is generated during the installation.
5. When the installation has finished, click Finish to exit the wizard.

6. For Tectia Server to be fully functional after installation, you must restart the computer.

ﬂ Note

If you do not restart the computer after installing Tectia Server, the server will run with the
following limitations in the authentication of local users and domain users from one-way

trusted domains:
* Public-key authentication will not work.

» Certificate authentication, keyboard-interactive submethods RADIUS and RSA SecurID,
and host-based authentication will only work if the password cache is enabled and the

user's password is stored in the cache.

© 1995-2025 SSH Communications Security
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Installation Complete 17

* Authentication selectors of type User group (user - gr oup) and Administrator (user -

privil eged) will not work.

Tectia Server will write warning messages into the Windows Event Log. Use the Windows
Event Viewer to examine the log contents (On the Tectia Server Configuration tool's Tectia

Server page, click the View Event Log button.

Tectia Server will start automatically every time the computer is started, and it stays running in the
background. Tectia Server displays no icons on the desktop, but you can see it listed in the Windows

Start — (All) Programs menu.
7. Usually there is no need to manually restart Tectia Server.

If you need to restart Tectia Server (for example because of a missing license or because some other

secure shell software is running on port 22), use the Tectia Server Configuration GUI as follows:

a. In the Windows Start menu, click (All) Programs — Tectia Server — Tectia Server

Configuration.
b. Under the Server Status, click the Start Server button.
The Server will start, and the status changes first to Starti ng. .. and then to Runni ng.

c. To exit the Tectia Server configuration GUI, click OK.

2.2.3 Installation Complete

After a successful installation, Tectia Client and Tectia Server are automatically started at reboot and they

keep running in the background until you stop them manually, or shut the host down.

You can use Tectia Client and Tectia Server with the default settings to test their functions. For instructions

on opening a secure connection for the first time, see Chapter 3.

It is also possible to customize the behavior of the Tectia client/server solution according to your needs.
To learn more about modifying the Tectia configuration for different purposes, refer to the later chapters

in this manual:
* Chapter 4 explains configuring of authentication methods
* Chapter 5 explains secure file transfer

* Chapter 6 explains securing application connections.

2.3 Removing Tectia Software

If you need to remove the Tectia Client and Server software, follow the instructions below.

© 1995-2025 SSH Communications Security
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18 Chapter 2 Installation

ﬂ Note

The uninstallation procedure removes only the files that were created when installing the

software. Any configuration files have to be removed manually from each user's %APPDATA%

\ SSH directory and from the installation directory:
e "C\Program Fil es (x86)\SSH Communi cations Security\SSH Tectia\ SSH Tecti a

Server " on 64-bit Windows versions

2.3.1 Removing Tectia Client and Server from Windows

To remove Tectia Client and Server from a Windows environment, follow the instructions below:
1. From the Windows Start menu, open the Control Panel and click Programs and Features.

2. In the list of installed programs, select Tectia Server or Tectia Client and click Uninstall.

0 Note

If you have installed Tectia Client together with Tectia Server, uninstalling Tectia Server will

also remove Tectia Client.
3. Click Yes to confirm.

4. After you have uninstalled Tectia Server, the system will prompt you to restart Windows.
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Chapter 3 Connecting to Remote Server

This section explains how you can log in from Tectia Client to Tectia Server using password authentication
with the default settings. The default settings on Tectia Client and Server allow login with passwords,
public keys, GSSAPI, and keyboard-interactive. By default, passwords are used for user authentication,

and public keys for server authentication.

You are expected to have a user account on the remote server where you will connect, and the server must
have a Secure Shell server running. In the following example, you can also just connect within the local

machine, to make sure that you know the server's address and that it has Tectia Server running.

3.1 First Connection with Password

You can connect to a remote host by using PrivX Desktop as follows:

1. Open the Tectia Client GUI for example by clicking the PrivX Desktop icon on your desktop.

2. PrivX Desktop offers several ways to open a Secure Shell connection:

* On Quick Connect page you can provide host name or profile name and change the most common

connection settings for this connection without editing the profile.

 If you already have an ongoing session, open a New Connection in a new tab by clicking the +
button. You can connect to a new remote host computer and still keep the old connection to a different

host open.

* If earlier session has been disconnected, you can open a new session by pressing Enter or Space on

the keyboard when the (still disconnected) terminal or file transfer window is active.

* If you or the administrator has defined connection profiles, you can also connect from Profiles page
of the New Connection tab by clicking the profile tile. From the alternate profile tile menu you can

choose to Open Terni nal or Open Fil e Transfer initially instead of the default channel type.
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In this case, the settings defined in the profile (hostname, port, user name etc.) are automatically

used for the connection.

* On Recent Connections page of the New Connection tab, you can quickly reopen connections
to the remote hosts that have been disconnected and closed since the Connection Broker has been

started or open additional connections to the host with ongoing connections.

3. On Quick Connect page of the New Connection tab you can define the server host you want to connect
to:

New Connection X  +

Quick Connect  Profiles  Recent Connections

Host Port

[demc.cumpany.org J [1234

User

[aamn ]

Authentication method

[Detaun Settings - ]

[J Exclusive connection
Start with:
© Terminal

O File Transfer

Define at least the Host and click Connect:

* Host —the FQDN, short host name, the IP address of the remote host or the connection profile name.

(To test connecting to Tectia Server installed on the same machine, type in "l ocal host ".)
» User — your user name on the remote host.

* Port — specify alternate port number if the default Secure Shell listener port 22 is not used on the

remote host.

* Authentication Method — by default enabled user authentication methods from Def aul t Set ti ngs
are used unless you specify one of the Quick Connect user authentication methods. Passwor d
will attempt methods used commonly for password-based methods like Password and Keyboard-

interactive only, and Publ i c- Key will use available certificates and public keys only.

* Exclusive connection — by default a new connection to the same remote host will open a new
channel. To open an additional secure shell connection or prevent opening additional channels later

within the connection, enable Exclusive connection checkbox.

e Start with — Ter mi nal or Fi | e Transf er as the initial channel in the secure shell connection. You

can later open additional channels or new connections to the server.

Environment variables can be used to pre-fill the Quick Connect values. If undefined, the Default

Settings will be used and the client prompts for required values if needed.

4. The server authentication phase starts. The remote server host will provide your local computer with
its host public key. The host key identifies the server host.
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Tectia Client checks if information on this key is already stored in your own host key directory. If not,
the host key directory common to all users on your computer is checked next. If information on this

host key is not found, you are asked to verify the new key.

When public-key authentication is used to authenticate the server, the first connection is very
important. When Tectia Client receives a new server host key, it will display the host identification

message.

Hest key for the host “prive.example.coms2222" not found from database,

rint by running

Figure 3.1. The host identification dialog — the first connection to a remote host

The message displays the fingerprint of the host's public key in the SSH Babble format that is a series
of pronounceable five-letter words in lower case and separated by dashes. By default also base64-
encoded SHA-256 fingerprint is shown.

5. Verify the validity of the fingerprint, preferably by contacting the administrator of the remote host
computer by telephone. After verifying the fingerprint, it is safe to save information on the host key for
future use. You can also choose to cancel the connection, or to proceed with this connection without

saving the host public key information.

A Caution

Never save a host public key without verifying its authenticity!
6. Click OK to close the host identification dialog.

Information on the server public key will be stored on the client-side machine so that the client can later

validate the key. On Tectia Client, the public key information is stored in the user's hostkeys directory:

%APPDATA% SSH\ Host Keys, where %APPDATA% corresponds to C:\ User s\ <usernane>\ AppDat a
\ Roam ng

After the first connection, only the locally stored information about the server public key will be used

in server authentication.

7. The user authentication phase starts. You will be prompted to authenticate yourself to the server with

your password. The required authentication method depends on the server settings.

After the server has successfully authenticated you, the Secure Shell connection to the server is opened.
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3.2 Creating Connection Profiles

On Tectia Client on Windows, you can configure separate connection settings for each Secure Shell server
you connect to. You can also create several profiles for the same server, for example, with different user

accounts.
You can add connection profiles via the following views:

» Start PrivX Desktop GUI and open the Tectia Connections Configuration GUI by selecting

Configuration from the menu icon.

(Alternatively, you can open the Tectia Connections Configuration GUI by right-clicking the PrivX

Desktop tray icon “* in the Windows taskbar notification area and selecting Configuration from the

shortcut menu.)

In the Tectia Connections Configuration GUI, go to the Connection Profiles page (as shown below)
and click Add profile.

Tectia Connections Configuration - O X
Language
v General
Default Connection Connection  Authentication ~ Ciphers  MACs  KEXs  Server  Proxy  Tunneling  File Transfer
Proxy Rules
Logging Configure basic settings for the connection. New settings will take effect upon next legin.
Clients Profile
v Connection Profiles [
profiled Profile name lprofiIeO ‘
Vv User Authentication
Keys and Certificates Host
Key Providers
v Server Authentication Host name | L Port number
Host Keys
CA Certificates User Name
OpenSSH CA Keys ® Use current user name
LDAP Servers
CRL Prefetch O Specify user name

Vv Transparent Tunnels

X () Use the Default Connection's user name
Connection Capture

Fllter‘Rules Advanced
Automatic Tunnels
Compression <None> v
Tunnel using profile <None> 7
Usage

This profile is not used in any automatic tunnels, transparent tunnels or nested tunnels.

Groups
Profile does not belong to any groups. Edit groups ...
Test connection| | Create Shortcut
Add profile... | Add folder... Move... Delete

Figure 3.2. Adding connection profiles
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Newly created connection profiles will inherit the default values for authentication, ciphers, MACs, KEXs,
tunneling, and advanced server settings defined under the General — Default Connection page. The

values can be customized on the profile-specific tabbed pages, see Figure 3.3.

To rename a connection profile, right-click the profile name in the Connection Profiles list and click

Rename. Type in the new name.

To remove a connection profile, select the profile and click Delete. You will be asked for confirmation.

Click Yes to proceed with the deletion.

3.2.1 Defining Connection Profile Settings

Under the Connection Profile page, on the Connection tab, you can define the protocol settings used in

the connection. Any changed connection settings will take effect the next time you log in.

# Tectia Connections Configuration = O 3w
Language

v General

Default Connection Connection  Authentication ~ Ciphers  MACs  KE¥s  Server  Proxy  Tunneling  File Transfer

Proxy Rules
Logging Configure basic settings for the connection. New settings will take effect upon next login.
Clients Profile

¥ Connection Profiles
AWS Prefile name | Test
Deme
Domain Controller Host
Gateway
Lirine Hest name | demo.company.org Port number |22
My Demo
Privk User Mame

|
Solaris () Use current user name
v ) UAT
Prompt Keys ®) Specify user name demo
U= () Use the Default Connection's user name
Windows
5 -

~  User Authentication Advanced
Keys and Certificates
Key Providers Compression <None> v

~ Server Authentication ) .
Host Keys Tunnel using profile <MNone> ~
CA Certificates
OpenSSH CA Keys Usage
LDAP Servers This profile is not used in any automatic tunnels, transparent tunnels or nested tunnels.
CRL Prefetch

Automatic Tunnels Groups

Profile does not belong to any groups. Edit groups ...

Test connection | Create Shortcut

Add profile..| Add folder... Move... Delete

0
& & 8

A |

o%e%° SSH oK pply Lance

Figure 3.3. Configuring connection profiles

Profile

In Profile name, type a name for the profile.
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Host

In Host name, enter the name of the remote host computer to which you want to connect with the

profile.

In Port number, enter the port number you want to use for the Secure Shell connection. The default

port is 22.

0 Note

A Secure Shell server program must be listening to the specified port on the remote host
computer or the connection attempt will not succeed. If you are unsure which port the

remote host computer is listening to, contact the system administrator of the remote host.
User Name

Select Use current user name if the connection should always be made using the currently logged in

Windows user name. This is similar to defining %9SERNAMEYs(note the percent signs) as the user name.

Select Specify user name and enter the user name, if you want to define the user name to be used
when connecting to the remote host computer. If you specify %SERNAME% (note the percent signs)
as the user name, it will be replaced with the name of the current Windows user account upon

connecting.
Advanced

Not needed now: In Compression, select the desired compression setting from the drop-down menu.

Valid choices are zlib and none. Compression is disabled by default.

Not needed now: In Tunnel using profile, select the desired connection profile from the drop-down
menu. Any nested tunnels will be created through the profile. For information on the tunneling

features, refer to the Tectia Client User Manual .
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Chapter 4 Configuring Authentication Methods

The Tectia client/server solution has separate authentication procedures for authenticating the servers and
the users. The authentication is mutual; the client authenticates the server and the server authenticates

the user.

The server configuration defines which authentication methods are allowed, and the client configuration

defines the order in which the methods will be tried.

In this guide we introduce how public-key authentication is used in authenticating the remote Tectia Server
host. For user authentication, we introduce both the password authentication method, as it is set up by
default, and public keys, which provide stronger security and make it possible to use non-interactive login

securely.

4.1 Server Authentication Methods

The server is authenticated with a digital signature based on an RSA, DSA, ECDSA or Ed25519 public-
key algorithm.

During the server installation process, one RSA key pair (with the file names host key and host key. pub)

is generated and stored on the server host in directory:

e "C:\Program Fil es (x86)\SSH Communi cati ons Security\SSH Tectia\ SSH Tectia Server"

on 64-bit Windows versions
By default, this key pair is used for server authentication.

For information on connecting to a remote server for the first time, see Chapter 3.

4.2 User Authentication with Passwords

The password and public-key authentication methods are set up by default on both Tectia Client and
Server. Passwords are the easiest method for authenticating users because no configuring is required on

the server side. The passwords are protected from eavesdroppers, since all communication is encrypted.
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On Windows, password authentication uses the Windows password to authenticate the user at login time.

For information on the differences in user name handling on local and domain accounts, see User

Authentication with Passwords in Tectia Server Administrator Manual.

4.3 User Authentication with Public Keys

Public-key authentication is based on the use of digital signatures and provides very good authentication

security.

To use public keys in user authentication, you must first create a key pair on the client. One of the created

key files is your public key, and the other is your secret private key.

The security level of the key pair depends on the complexity (or bit length) of the key. Larger keys are

more secure, but generating and using them takes a longer time.

0 Note

The default RSA key size (3072 bits) provides 128-bit security and default ECDSA key size
(384 bits) provides 192-bit security. We do not recommend generating RSA or DSA keys smaller
than 2048 bits even for interoperability with 3rd party implementations.

0 Note

We recommend you to replace your SSH keys with new ones at a minimum frequency of every

two years.

The server must know the user's public key, so you need to upload the public key to the server, but the

private key must remain only in your possession.

Client Server
ClientUser » | ServerUser
A
private key public key
Tectia Client Secure Shell v2 server

Figure 4.1. User public-key authentication

When you start logging in to a remote server, the client sends a signature to the server, and the server
checks for matching public keys. If the key is protected with a passphrase, the client requests you to enter

the passphrase.

Remember that your private key is used to authenticate you. Keep your private key in a secure place and
make sure that no one else has access to it. If anyone else can access your private key, they can attempt
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to log in to the remote host computer pretending to be you. Define a passphrase to protect your private

key, whenever possible.
A\ Caution

Generate keys only on your personal computer that no one else can access! Do not store your

private key on a computer that is shared with other users.
When you start using public-key authentication, do the following:

1. Generate a key pair. You can generate your own key files with the help of a built-in Public-Key
Authentication Wizard (see Section 4.3.1).

You can also import existing keys on the Keys and Certificates page of the Tectia Connections
Configuration GUI

2. Upload your public key to the remote host computer (running Tectia Server) automatically (see
Section 4.3.2).

0 Note

Tectia Server supports also user public keys generated with OpenSSH. Tectia Server can
be configured to check the OpenSSH authorized_keys file in addition to the Tectia
aut hori zed_keys directory and/or aut hori zati on file. Public keys defined in the Tectia

locations have precedence over the keys in the OpenSSH file if the same key is defined in both.

These instructions assume that the client user is allowed to log in to the remote host, where Tectia Server

is running, using password authentication.

4.3.1 Creating Keys with Public-Key Authentication Wizard

On Windows, you can use the Tectia Public-Key Authentication Wizard to generate a key pair. The
wizard will generate two key files, your private key and your public key, and store them in the %APPDATA%
\ SSH\ User Keys directory on your local computer. The public key has . pub as the file extension, and the

private key file has the same base file name as the public key but no file extension.

Public key pairs can also be generated with the command line tool ssh-keygen-g3. For instructions, see
Client User Manual .

1.
Open the Tectia Connections Configuration GUI by clicking the Tectia icon “*in the Windows

taskbar notification area or on the Tectia Client toolbar.

2. Go to User Authentication and select the Keys and Certificates page. Click New key.
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=[5 [ |

p
_‘_r} Tectia Connecticns Configuration

--General ; )
Eg-Connecton Proffes Keys and Certificates
User Authentication | |

Manage key pairs and certificates used in user authentication.

Server Authentication Default keys C:\Users'\ka\Application Data\S5HUserkeys

Transparent Tunnels / FTP Security Default certificates | C:\Users'ka\Application Data\55HUserkeys
----- Automatic Tunnels

Additional Directories and Files

Type' Content

Add diectory...| [ Addfie... | [ Delete
Key and Certificate List
Filename Status  Type Comment
key_ssh_www.example.com locked DSA 2048 bits 2048-bit dsa, testuser@example.co..
key_ssh_test locked RSA 3072 bits 3072-bit rsa, testuser@example.com...
[Change passphrase...][ Upload... ] [New key... ][ Delete ]

TE':T'R [ oc [ ey |[ cancel |[ Hep |

Figure 4.2. Tectia Connections Configuration GUI, Keys and Certificates view

3. The Public-Key Authentication Wizard starts.
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T. Public-Key Authentication Wizard @

Enter properties for a new key
File name  key_administrator_examplehost

Comment  2048-bit rza, administrator @examplehost, Thu Feb 04 2016 17:20:08 +0200

Enter a passphrase for the key
Passphrase BN RRRRRRRRRRRRRRRN

Retype passphrase ssssssssssssssssssssnss

Key properties
Key type: [Rsa |
Key length: |2048 - |

< Back Cancel

Figure 4.3. The Public-Key Authentication Wizard

4. Define the key properties and the required passphrase to protect your key pair.
File Name

Type a unique name for the key file. The wizard suggests a name consisting of your user name

and the host name.
Comment

Write a short comment that describes the key pair. For example, describe the connection the key
is used for. The wizard suggests a comment consisting of the key length and type, your user name
and the host name, and the current date and time. This field is not obligatory, but it helps to identify

the key later.
Passphrase

Type a phrase that is difficult to guess. Use ideally at least 20 characters, both letters and numbers.
Any punctuation characters can be used as well. While the passphrase or private key is never sent
over the network, a dictionary attack can be used against a private key if it is accessible locally.
For ease of use, an authentication agent is recommended instead of leaving the passphrase empty.

By default ssh-broker-g3 functions as an authentication agent.
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ﬂ Note

In FIPS mode, due to a FIPS regulation which forbids exporting unencrypted private

keys out of the FIPS module, it is not possible to generate user keys without a passphrase.

If the key pair will be used for automated jobs, you can leave the passphrase field empty to generate

the key without a passphrase.

You will be requested to enter the passphrase always when using the keys to authenticate yourself.

The passphrase works in a way similar to a password and gives some protection for your private key.
Memorize the passphrase carefully, and do not write it down.

Retype passphrase
Type the passphrase again. This ensures that you have not made a typing error.

5. Click the Advanced Options if you want to define the type and/or length of the key to be generated to
be different from the defaults. By default, Tectia Client generates a pair of 3072-bit RSA keys.

In the Key Properties area, you can define the following:

Key Type

Select the type of the key to be generated. Available options are Ed25519, RSA, ECDSA and DSA.

ﬂ Note

In FIPS mode (conforming to FIPS 186-5) RSA, ECDSA and Ed25519 are supported.
DSA has been deprecated.

Key Length
Select the length (complexity) of the key to be generated. Available options are:
* DSA/RSA keys: 2048, 3072, 4096, 5120, 6144, 7168, 8192 bits
* ECDSA keys: 256, 384, 521 bits
* Ed25519 keys: 256 bits

Larger keys of the same key type are more secure, but also slower to generate. A 256-bit ECDSA
key and a 3072-bit RSA key provide equivalent security.

6. Click Next to proceed to uploading the key. The wizard continues with Step 3 in Section 4.3.2.

Uploading existing public keys to new remote servers is instructed in Section 4.3.2.

4.3.2 Uploading Public Keys Automatically
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Public keys can be automatically uploaded to servers that have the SFTP subsystem enabled, and by
default, SFTP is enabled on Tectia Servers. The Public-Key Authentication Wizard automatically
uploads each new public key to a remote host of your choice. All existing keys are also listed on the Keys
and Certificates page of the Tectia Connections Configuration GUI, and you can select a key to upload

it to a remote server at any time.

The public key will be uploaded to the default user home directory (JJSERPROFI LE% . ssh2 on Windows)
on the remote server.

0 Note

The key user is required to have wr i t e permissions to the key directory on the server, otherwise
the automatic upload will fail. The administrator of the remote host computer may have restricted
user access so that users are not able to configure public-key authentication for themselves even

if public-key authentication is allowed in the server configuration.

1. To access the Public-Key Authentication Wizard, click User Authentication — Keys and

Certificates on the tree view.
2. Select a key from the Key and Certificate List and click Upload.

3. The Upload Public Key view of the wizard appears.

T) Public-Key Authentication Wizard &Iﬂ—hj

Upload Public Key
Define the remote host where you want to upload the key.

Hostname  examplehost.com

@ Quick connect User mame  admin33|

Port number 55

_) Connection profile paper

Upload = Cancel

Figure 4.4. Uploading a key

Define the remote host where you want to upload the key:
Quick connect

Select this option to define the remote Host name and your User name there. The default Secure
Shell Port number is 22.
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Connection profile

Select a Connection profile from the drop-down list that specifies the desired remote host and

user name.

4. Click Upload to transfer the key to the selected server. If you are already connected to the remote server
host, the key upload starts immediately. If you are not connected, you will be prompted to authenticate

on the server (by default with password).

4.4 Setting up Non-interactive Authentication for Automatic

Scripts

When Tectia Server is used for automated file transfer, you can create separate user accounts for file
transfer purposes. When such user accounts are used only for non-interactive file transfers, it is advisable

to disable terminal access on the server side. See instructions in Section 5.2.5.

Non-interactive authentication with public keys and scripted commands can be set for the SFTP accounts.

For non-interactive batch jobs, you can use public-key authentication without a passphrase.

Running the client non-interactively requires that you have already saved the server's public host key on
the client, and set up a non-interactive method for user authentication. Batch mode should be used non-

interactively with command-line tools.
1. Generate an RSA key pair and leave the passphrase field empty. See instructions in Section 4.3.1.

2. For uploading the keys, see instructions in Section 4.3.2.

A Caution

Make sure your private key is not accessible to others. This is especially important when the

key is stored without a passphrase.

For more information on other non-interactive authentication methods, see Chapter Authentication in

Tectia Server Administrator Manual.
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Chapter 5 Using Secure File Transfer

Secure File Transfer Protocol (SFTP) is a secure replacement for the plain-text FTP service. The SFTP

service encrypts all files during the transfer.

This chapter shows how secure file transfer is used and describes a use case plus the required configuration

changes.

5.1 Using SFTP on Tectia Client

On Tectia Client, the default settings for SFTP are applicable in most cases, so you can start experimenting
with file transfers immediately. The SFTP service can be used on the command line or via PrivX Desktop
File Transfer GUI. The GUI includes tooltips to guide you.

5.1.1 Using SFTP on Command Line

Command sftpg3 is used on the command line to connect to any host that is running a Secure Shell version

2 server with the SFTP server subsystem enabled.
The basic syntax of sftpg3 is:
sft pg3 username@ enot ehost

This logs you in to the remote host. For example, after a successful login you can fetch a file from the

remote host to your local host with a command like this:

sftp> get filenanme

To view the commands available with sftpg3, type hel p at the SFTP prompt:
sftp> hel p

For more information on sftpg3, see the Tectia Client User Manual.

5.1.2 Using PrivX Desktop File Transfer GUI

You can transfer files via PrivX Desktop.
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You can open a connection to a remote host using a connection profile defined in the Connection Broker

configuration (click Profiles), or by using the Quick Connect option.

= PrivX Desktop = [m] X

@Test X New Connection X sftp:demo@demo.company.org X +

ot [CZ\USSFS\PubliC ] Y = @& | /C:/Users/demo/Documents 0 =
File name v Size Modi...d at File name v Size Modi...d at

- 4KB Apr1723117 @& . 4 KB Oct 2813:01
- 4KB Oct2811:44 @& . 8KB Oct2811:44
@8 AccountPictures OKB Apr1723118 @@ My Music OKB Oct 28 11:44
@ Desktop OKB Oct2811:22 @@ My Pictures OKB Oct2811:44
@8 Documents 4KB Apri1722:41 @@ My Videos 0KB Oct2811:44
@8 Downloads OKB Apr012024 [} Client-user.pdf 8MB Oct 28 13:00
@8 Libraries OKB Apr012024 [} Server-admin.pdf 8MB Oct 28 13:00
@ Music OKB Apr01 2024 [,‘,, TectiaServer_zOS_AdminManual.pdf 3MB Oct 28 12:59
@ Pictures OKB Apr01 2024 [} TectiaServer_zOS_Cookbook.pdf 437 KB Oct 28 13:00
@ Videos OKB Apr012024 [} TectiaServer_zOS_UserManual.pdf 4MB Oct 28 13:00
) desktop.ini <KB Apr01 2024

10 directory entries read Connection open

Figure 5.1. PrivX Desktop File Transfer GUI

PrivX Desktop makes it easy to download files from a remote host computer into your local computer

and to upload files to a remote host.

5.2 Configuring Tectia Server for Automated Secure File

Transfer

Tectia Server can be used for automated secure file transfer. This use case shows how to configure Tectia

Server for it. Tectia Client does not require any configuration changes.

The goal of changing the Tectia Server configuration is to improve the security of the system for automated
file transfers. This requires some user restrictions on the SFTP usage. In this use case, the following

restrictions are defined on Tectia Server:
1. Public keys are the only allowed authentication method. See instructions in Section 5.2.2.

2. SFTP service is allowed only for specially created user groups SFTP- user s and adni n. SFTP service

is denied from all other users. See instructions in Section 5.2.3, Section 5.2.4 and Section 5.2.5.

3. Members of SFTP-user s have access to their user-specific home folders only. This can be defined

with virtual folders. See instructions in Section 5.2.4 and Figure 5.14.

4. Terminal access is allowed only for administrators; from everyone else, it is denied. See instructions
in Section 5.2.3 and Section 5.2.5.
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5.2.1 Opening Tectia Server Configuration GUI

On Windows, Tectia Server is configured through a graphical user interface.

Open the Tectia Server Configuration GUI by clicking Start — (All) Programs — Tectia Server —

Tectia Server Configuration.

To access the necessary Tectia Server configuration settings, enable the advanced settings by clicking

Advanced under GUI Mode on the Tectia Server view:

T Tectia Server Configuration EI@
[Tectia Server I - |
+-Genera Tectia Server
Proxy Rules ' |
Y. ) Server Information
Domain Policy
Password Cache Version 6.4.7.126
Identity ) . =
Network Type Tectia Server - commerdial Import License...
Logging
Certificate Validation Server Status
+-Connections and Encryption )
J}--Aumenﬁcaﬁon Running Stop Server
-Servi
EreRrvices Troubleshooting Options. ..
Log Viewing
If troubleshooting is enabled, a separate troubleshooting log is available.
View troubleshooting loo contents with this button, iesiouhieshootin) oq
The server reports important events in the system event log. View event View Event L
loa contents with this button. 2
Default Settings
Restore factory default settings with this button, Restore Default Settings
GUI Mode
) Simple
Up Add
Down Add Child
Delete
e v 1
_5 : ﬂ. QK ] [ Apply ] [ Cancel ] [ Help
L v |

Figure 5.2. Enable Advanced GUI Mode
Now proceed to the actual configuration settings. See the example views below.

5.2.2 Enabling Public-Key Authentication

Define public-key authentication as the only allowed authentication method under the Authentication -

Default-Authentication page, on the Parameters tab.
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T, Tectia Server Configuration EI@
[Tectia Server I - - |
eneral Authentication
Ful ) |
roxy. Hes Configure authentication methods.
Domain Policy
assword Cache Parameters
dentity
etwork Password Authentication
ogging A
ertificate Validation [ Allow password authentication
+-Connections and Encryption Failure delay seconds Max tries
[=-Authentication
. Default-Authentication Public-Key Authentication
ervices
| Allow publickey authentication Try all offered public keys
Authorization file %%D/.ssh2/authorization  Authorized-keys directory J/.ssh2/authorized_keys
OpenssH authorized-keys file
[] Require DNS match
GSSAPT
[ Allow GSSAPT Allow ticket forwarding
Host-Based Authentication
[ Allow host-based authentication Require DNS match
Keyboard-Interactive Authentication
[ Allow keyboard-interactive authentication Submethods...
Failure delay seconds Max tries
Up Password cache
Down Add Child [ Enable password cache
Delete
e v 1
| _5 = i l' QK ] [ Apply ] [ Cancel ] [ Help

Figure 5.3. Enable only public-key authentication

5.2.3 Settings for the Admin Group

Create a user group with administrator rights and allow all actions and services for the members of the

group.

1. Under the Services page, click Add to create a group for administrators.
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0 Tectia Server Configuratio

ectia Server

- General

- Proxy Rules

- Domain Policy
-Password Cache

Configure service groups and allowed services for each group.

‘fou can allow different services based on user parameters such as username or administrator status, You
- Identity can, for example, deny terminal access for certain users or restrict the folders that are available via SFTP.
- MNetwork Use selectors to define the matching criteria for each service group.

- Logging
.. Certificate Validation If a user does not match to any group, the default service group is used.
[#-Connections and Encryption
[#-Authentication

[SRServices

Use the buttons below the tree to add, delete, and move the service groups. The groups are processed in
top-down order.

()

Down Add Child

Delete

Figure 5.4. Start creating a user group

Tectia Server will use a placeholder name gr oup1 for a newly created group.

2. On the Basic tab, name the group admi n and choose Allow or Allow all for all services, Terminal,

Commands, Local Tunnels, and Remote Tunnels.

© 1995-2025 SSH Communications Security
Tectia® Client/Server 7.0 (Windows) Quick Start Guide Corporation



38

Chapter 5 Using Secure File Transfer

E

E

T Tectia Server Configuration EI
[Tectia Server I .
- General
" Proxy Rules .Conﬁ ure service groups and allowed services for each grou .
- Domain Policy < e —
-Password Cache | Selectors | Basic | SFTP | Commands I Local Tunnels | Remote Tunnels | Environi 4 7 *
- Identity
-~ Network Default
o
- Certificate Validation ame admn
+-Connections and Encryption Idle timeout 0 seconds
- Authentication el
[=1-Services Termina
-admin @ allow 1 allow, if forced command is not set  (7) Deny
----- (default)
Commands
@ Allow all ) Denyall () Customize
Local Tunnels
@ Allow all ) Denyall () Customize
Remote Tunnels
@ Allow all ) Denyall () Customize
F
Down Add Child
Delete
I EI:T'“ QK ][ Apply ][ Cancel ][ Help

Figure 5.5. Name the group 'admin' and allow all services

3. Go to the Selectors tab, and click Add Selector. On the Add Selector tab, choose selector type
Administrator, and click OK.
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T} Tectia Server Configuration

[Tectia Server

- General

- Proxy Rules

- Domain Policy
-Password Cache

- Identity

-~ Network

- Logging

- Certificate Validation
[#-Connections and Encryption
[#-Authentication
[=-Services

-admin

----- (default)

w ) Come]

Down

Configure service groups and allowed services for each group.

(= [=][=]

Selectors | Basic | SFTP | Commands I

Local Tunnels | Remote Tunnels | Enwironi 4 7 *

If any of the selectors match or there are no selectors, this item will match.
Mote: These selectors will not be used if the user has been already put into a group by the 'Set

Services group' action during authentication.

# Type Atiributes
1

T, Add Selector

(-2l
Choose selector type:
Selector Type
) Interface

() Certificate

) Host certificate

TECTIA

[ Ok ] ’ Cancel
| Add Selector... | Delete Selector
Add Child
Add Attribute...| |Delete Attribute| |Edit Attribute...
Delete
QK ] [ Apply J [ Cancel ] [ Help

Figure 5.6. Define the group selector as administrator

4. When the Administrator Selector view opens, select Is Administrator, and click OK.

F bl
T} Administrator Sele... M

Is Administrator
[ Allow undefined

[ OK ] ’ Cancel

Figure 5.7. Define user group as administrator group

5. On the SFTP tab, allow the SFTP service for the adni n group, and keep the default settings.
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T Tectia Server Configuration EI@
[Tectia Server I |
- General
~Proxy Rules .Conﬁ ure service groups and allowed services for each grou .
- Domain Policy < LOLE L
-Password Cache | Selectors | Basic | SFTP | Commands I Local Tunnels | Remote Tunnels | Enwironi 4 7 *
- Identity
-~ Network
—Logging Allow SFTP
-~ Certificate Validation Enable audit messages for SFTP
[#-Connections and Encryption )
- Authentication User home directory
[=-Services @ Windows home folder
-admin
..... (default) () Wirtual SFTP root folder
() Custom
Virtual Folders
If wirtual folders are spedified, user access is restricted to the defined virtual folders only, Please
make sure that access to the user home directory will not be denied by the virtual folder
specifications.
Use defaults
Virtual Folder” Destination
C: Cc:\
D: DY
Up Add
Down Add Child Add... Edit... Delete
Delete
e v 1
| _5 : i “ QK ] [ Apply J [ Cancel ] [ Help

Figure 5.8. Allow SFTP for the group 'admin’

5.2.4 Settings for the SFTP-users Group

Create a dedicated user group for secure file transfer users. An existing operating-system-related user
group is attached to the Tectia SFTP group, and they are allowed access only to their user-specific home
folders.

1. Under the Services page, click Add to create a group for SFTP users.
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T, Tectia Server Configuration EI@
[Tectia Server I .
- General
" Proxy Rules .Conﬁ ure service groups and allowed services for each grou .
- Domain Policy < Siuls .
~Password Cache You can allow different services based on user parameters such as username or administrator status, You
- Identity can, for example, deny terminal access for certain users or restrict the folders that are available via SFTP.
- MNetwork Use selectors to define the matching criteria for each service group.
- Logging
.. Certificate Validation If & user does not match to any group, the default service group is used.
- Ci i d E i
Ao;necﬁon; and Encryption Use the buttons below the tree to add, delete, and move the service groups. The groups are processed in
ou en cation top-down order,
B Services
-admin
----- (default)
Up Add
Down Add Child
Delete
e v 1
=] | QK Apply Cancel Help
IE€LITIN J J ( J [

Figure 5.9. Start creating the SFTP user group

2. On the Basic tab, name the group SFTP- user s and choose Deny or Deny all for all the listed services,
Terminal, Commands, Local Tunnels, and Remote Tunnels. For more information on restricting

terminal access, see Section 5.2.5.
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T Tectia Server Configuration EI
[Tectia Server I [
- General
" Proxy Rules .Conﬁ ure service groups and allowed services for each grou .
- Domain Policy < o e
-Password Cache | Selectors | Basic | SFTP | Commands I Local Tunnels | Remote Tunnels | Environi 4 7 *
- Identity
-~ Network Default
- Logging
- Certificate Validation Name SFTP-users
[#-Connections and Encryption | | Idle timeout 0 seconds
[+~ Authentication sl
[=1-Services Termina
-admin @ Allow ) Allow, if forced command is notset
-SFTP-users
- (default) Commands
) Allow all @ Deny al () Customize
Local Tunnels
) Allow all @ Deny al () Customize
Remote Tunnels
) Allow all @ Deny al () Customize
[ add
Down Add Child
Delete
I EI:T'“ QK ][ Apply ][ Cancel ][ Help

Figure 5.10. Name the group 'SFTP-users' and deny all services

3. On the Selectors tab, click Add Selector and choose the selector type User Group, and click OK.
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T} Tectia Server Configuration EI@
Tectia Server I I
- General
Proxy Rules .Conﬁ ure service groups and allowed services for each grou .
- Domain Policy < group group.
-Password Cache Selectors | Basic | SFTP | Commands I Local Tunnels | Remote Tunnels | Environi 4 7 *
- Identity
- Metwork If any of the selectors match or there are no selectors, this item will match.
—Logging Mote: These selectors will not be used if the user has been already put into a group by the 'Set
.. Certificate Validation Services group' action during authentication. ; B
[#-Connections and Encryption # Type Attributes T, Add Selector @
[#-Authentication 1
Choose selector type:
Selector Type
) Interface

) Certificate

) Host certificate

Administrator

() Public key passed

o [ cnm

[ add
Delete Selector
Down Add Child
Add Attribute...| |Delete Attribute| |Edit Attribute...
Delete
e L 1
| _5 = i l' QK ] [ Apply ] [ Cancel ] [ Help

Figure 5.11. Define the group selector as user group

4. When the User Group Selector view opens, attach the relevant existing operating-system-related user

group (named st af f in this example) to the group.

[ Bl
T User Group Selector M
Name staff Browse...

o [ conm |

Figure 5.12. Attach user group 'staff’

Data on the newly created group selectors appears on the Selectors tab.

On the SFTP tab, allow the SFTP service for the SFTP- user s and define the User Home Directory
for the user group. This is the SFTP starting directory. Use the default %JSERPROFI LES% as shown

in the following figure.
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‘_f} Tectia Server Configuration

[Tectia Server

(o) 8 /=)

- General
~Proxy Rules .Conﬁ ure service groups and allowed services for each grou
- Domain Policy < LOLE L
-Password Cache | Selectors | Basic | SFTP | Commands I Local Tunnels | Remote Tunnels | Enwironi 4 7 *
- Identity
-~ Network
—Logging Allow SFTP
-~ Certificate Validation Enable audit messages for SFTP
[#-Connections and Encryption )
- Authentication User home directory
EI"SEI'\!'ICES. @) Windows home folder
-admin
-SFTP-users () Virtual SFTP root folder
""" (default) @ Custom %%USERPROFILE%
Virtual Folders
If wirtual folders are spedified, user access is restricted to the defined virtual folders only, Please
make sure that access to the user home directory will not be denied by the virtual folder
specifications.
Use defaults
Virtual Folder” Destination
C: Cc:\
D: DY
[ add |
Down Add Child Add... Edit... Delete
Delete
e v a ¢ :
| _5 = i l' QK ] | Apply | [ Cancel ] [ Help

Figure 5.13. Allow SFTP service for group SFTP-users

5.2.5 Settings for the Rest of Users

The def aul t service settings are applied to all users who do not belong to the admin group or the SFTP

group. Deny all services from them on the Basic and SFTP tabs.
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T, Tectia Server Configuration
[Tectia Server I
- General
Proxy Rules .Conﬁ ure service groups and allowed services for each grou .
- Domain Policy < group group.
-Password Cache | Selectors | Basic | SFTP | Commands I Local Tunnels | Remote Tunnels | Environi 4 7 *
- Identity
-~ Network
- Logging N
- Certificate Validation ame
[+~ Connections and Encryption | | Idle timeout 0 seconds
[+~ Authentication sl
[=-Services Termina
) Allow () Allow, if forced command is not se
Commands
) Allow all @ Deny al () Customize
Local Tunnels
) Allow all @ Deny al () Customize
Remote Tunnels
) Allow all @ Deny al () Customize
4 1 3
"
Down Add Child
Delete

TECT | a oK ] | Apply | [ Cancel ] [ Help

Figure 5.15. All services denied from default groups
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T, Tectia Server Configuration EI@

[Tectia Server I [
~Proxy Rules .Conﬁgure service groups and allowed services for each group. .
- Domain Policy
-Password Cache | Selectors | Basic | SFTP | Commands I Local Tunnels | Remote Tunnels | Environi 4 7 *
- Identity
-~ Network
-~ Certificate Validation Enable audit messages for SFTP
-Connections and Encryption
- Authentication User home directory

=-Services @ windows home folder

Virtual SFTP root folder

Custom

Virtual Folders

If wirtual folders are specified, user access is restricted to the defined virtual folders only, Please
make sure that access to the user home directory will not be denied by the virtual folder
specifications.

Use defaults

Virtual Folder” Destination
Up Add
Down Add Child Add... Edit... Delete
Delete
u v 1
L
| _5 L ﬂl' QK ] [ Apply ] [ Cancel ] [ Help

Figure 5.16. SFTP service denied from default groups

Notice that denying the terminal service, denies also X11 and agent forwarding and shell commands for

the specified group (unless some commands are explicitly allowed).

5.3 Automated Secure File Transfer Script

You can set up automated file transfer between Tectia Client and Server hosts using scripts.

When Tectia Server is used for automated file transfer, separate user accounts can be created for the file
transfer users. Non-interactive authentication with public keys and scripted commands are then set for

these accounts, and the file transfers are carried out as the current user.

The following example script first transfers testfil e from Tectia Client to Tectia Server and then

transfers the file back. The script logs the command and the return values to a file.

@cho of f
REM Transfer file fromlocal host to sftpserver.exanpl e.com and back

set SRV=sft pserver.exanpl e.com
set | ogfil e=C:\ SCP-1| ogs\ scpg3_%SRV%
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echo Script started %late% % i me% >> % ogfil e%

REM Thi s 'scpg3 put' command transfers the file fromclient to server.
echo scpg3.exe -B -q testfile.dat %RV test >> % ogfil e%

scpg3.exe -B -q testfile.dat %BSRV% test

echo Result: %ERRORLEVEL% >> 9% ogfi |l e%

REM This 'scpg3 get' command fetches the file fromserver to client.
echo scpg3.exe -B -q SRV test test >> % ogfil e%

scpg3.exe -B -q ¥SRV% t est test

echo Result: %ERRORLEVEL% >> % ogfil e%

echo Script ended %late% % i me% >> % ogfil e%
echo *** >> % ogfile%
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Chapter 6 Using Secure Application

Connectivity

This chapter shows how to set up easy application tunneling with pre-configured automatic tunnels for
secure e-mail server access. The client machine where the e-mail application is running requires Tectia
Client.

The tunneling capability of Tectia is a feature that allows, for example, company employees to access their

e-mail, company intranet pages, and shared files securely even when working outside the office.

Tunneling, or port forwarding, is a way of forwarding otherwise unsecured TCP application traffic through
Tectia in secure encrypted format. You can secure, for example, POP3, SMTP, and HTTP connections

that would otherwise be unsecured.

Tunneling makes it possible to access e-mail from any type of Internet service, whether accessed via
modem, GPRS, 3G, a DSL line or a cable connection, or a hotel Internet service. As long as the users have
a TCP/IP connection to the Internet, they can get their e-mail and access other resources from anywhere

in the world securely.

The Tectia Connection Broker takes care of the tunneling in the background. When the Connection Broker
starts up, it opens the listeners for the defined automatic tunnels and asks the user to enter the password
or passphrase. If the connections are authenticated with public keys that have empty passphrases, the user
does not need to take any actions. The actual tunnel is formed the first time a connection is made to the

listener port.

0 Note

The user applications using the tunnel will carry out their own authentication procedures (if any)

the same way they would without the encrypted tunnel.

The automatic tunnels are local (outgoing) tunnels, which means that they protect TCP connections that
your local computer forwards from a specified local port to a specified port on the remote host computer
where you are connecting to. It is also possible to forward the connection beyond the remote host computer,

but the connection is encrypted only between Tectia Client and the Secure Shell server.
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Figure 6.1 shows an example where the Secure Shell server resides in the DMZ network. The connection
is encrypted from Tectia Client to the Secure Shell server and continues unencrypted within the corporate
network to the IMAP server.

Tectia Server
Tectia Client \I/
Internet 1
“BE Corporate
—— >
_( Local tunnel G_j network

A —

E-mail Client

IMAP Server

Figure 6.1. Local tunnel to an IMAP server

6.1 Defining Automatic Tunnels

Automatic tunnels are pre-configured secure connections to servers and the connections are opened
automatically when Tectia Client starts up (usually when the session is started). The actual tunnel is
formed the first time an application connects to the listener port. If the connection to the server is not

open at that time, it will be opened automatically as well.

Automatic tunneling requires settings on Tectia Client and on the application. For instructions on defining

the automatic tunnels on Tectia Client, see Section 6.1.1.

For instructions on defining the automatic tunnels on the application to be tunneled, see Section 6.1.2.

6.1.1 Settings in Tectia Client

Automatic tunnels are configured with the Tectia Connections Configuration GUI.

Open the tool from the Windows taskbar notification area by right-clicking the Tectia icon # and

selecting Configuration.

Select Automatic Tunnels in the tree menu and click Add to open the Automatic Tunnel dialog box.
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|1

== = |

: Automatic Tunnels

Define automatic tunnels.

With automatic tunnels you can create listeners for local tunnels automatically when the Connection
Broker starts up. The actual tunnel is formed the first time a connection is made to the listener port.

Listen port  Dest host Destport  Allow local connections only  Type  Profile
25 smtp.example.com 25 YES TCP paper
f
T, Automatic Tunnel M

Type TCP

Listen port 143

Destination host

Destination port 143

Allow local connections only

imap.example.com

T, Tectia Connections Configuration
J}--General
J}--Connech’on Profiles
J}--User Authentication
J}--Server Authentication
+-Transparent Tunnels / FTP Security
- Automatic Tunnels
u -r 1
b= | L
§ 8 ‘' "

Tunnel using profile
oK ] ’ Cancel
[ add.. || Edt. |[ Deee |
QK ] [ Apply ] [ Cancel ] [ Help ]

Figure 6.2. Defining an automatic tunnel

Fill in the fields as follows:

» Type: Select the type of the tunnel from the drop-down list. Available types are TCP and FTP.

* Listen port: Define the number of a local port that Tectia Client listens to and that the applications

connect to. Do not use a reserved port number.

Note

i

The protocol or application for which you wish to create the tunnel may have a fixed port
number (for example, 143 for IMAP and 25 for SMTP) that it needs to use to connect

successfully. Other protocols or applications may require an offset (for example, 5900 for

VNC) that you will have to take into account.

* Allow local connections only: Leave this option selected if you want to allow only local connections

to be made. This means that other computers will not be able to use the tunnel you created. By default,

only local connections are allowed. This is the right choice for most situations. You should carefully

consider the security implications if you decide to also allow outside connections.

* Destination host: This field defines the destination host for the tunnel.
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ﬂ Note

The destination host address is resolved after the Secure Shell connection has been

established, so here | ocal host means to the Tectia Server host you have connected to.

* Destination port: The destination port defines the port to which the tunneled connection is made on

the destination host.

* Tunnel using profile: Select a connection profile through which the tunnel will be created. See

Section 3.2 for instructions on creating connection profiles.
To edit an automatic tunnel, select the tunnel from the list and click Edit.

To delete an automatic tunnel, select the tunnel from the list and click Delete.

6.1.2 Settings in the Tunneled Application

The application (for example, an IMAP and SMTP e-mail, such as Microsoft Outlook) must be configured

to connect to the | ocal host port instead of the application server port.

Figure 6.3 shows an example of e-mail account settings in Microsoft Outlook 2007.

Add New E-mail Account =
Internet E-mail Settings
Each of these settings are required to get your e-mail account warking.

User Information Test Account Settings
‘four Name: User Name After filing out the information on this screen, we

recommend you test your account by dicking the
E-mail Address: username @example.com button below. (Requires network connection)
Server Information

Test Account Settings ...
Account Type: IMAP
Incoming mail server: localhost
QOutgoing mail server (SMTP): ||gcalhost
Logon Information
User Name: username
Password: 00 |sssesssess
Remember password
|| Require logon using Secure Password Authentication (SPA) More Settings ...
< Back “ Next = I l Cancel ]

Figure 6.3. Defining e-mail settings in Microsoft Outlook 2007

When the tunneled application connects to the | ocal host port, the connection is forwarded in encrypted

format to Tectia Server, and from there unencrypted to the application server.
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