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About This Sample Report

This sample SSH Risk Assessment report you are holding in your hands or seeing on your
screen is the real deal except for a couple of details:

e While the data contained in the report is representative of typical SSH Risk Assessment
findings, it is not identifiable nor is it based on any single customer.

e The report has been truncated for the sake of time: a full report ranges usually between 30

and 40 pages and we have cut away some sections to make the length of this sample
manageable.

e However, the Table of Content shows the full scope and contents of a typical risk
assessment report. Because of this, the page numbers of the TOC and this sample report do
not match and there are entries in the TOC that you will not find in the text pages.

We hope you find this sample report informative and valuable. We’d be more than happy to tell
you more and arrange for a full SSH Risk Assessment across your server estate.

Please contact us risk.assessment@ssh.com to discuss how SSH Communications Security
can help resolve the highlighted issues and reduce your current compliance risk.
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Executive Summary

Secure Shell provides encrypted and authenticated remote access to system and user
accounts. It is widely used by privileged users such as systems administrators and application
developers. It is also widely used to enable server to server automation, to enable data base
backups, transactional processing, disaster recovery and data center automation.

Secure Shell is a target of abuse by both malicious insiders and external attackers because they
provide access to critical systems and data. The primary risks are data loss perpetrated by
insiders and loss perpetrated through malware (APTs). Both attack vectors leverage Secure
Shell keys (credentials) and Secure Shell encrypted channels to exfiltrate data. Average annual
cost of such breaches is over $8M per enterprise. The largest breaches have cost over $1B.
The risks of Secure Shell being exploited to perpetrate cybercrime can be effectively mitigated
by deploying and managing Secure Shell in accordance with industry best practices.

Compliance mandates including PCI-DSS also require that Secure Shell is deployed in
conformance to best practices.

SSH Communications Security has performed a security assessment of the Secure Shell
environment within the Unix environment. This document is a report on the findings of this
assessment. The report provides the following:

e An assessment of conformance to best security practices in the Secure Shell
environment at Sample Customer. This includes identification of high risk issues,
details on the nature of the risk and recommendations for risk mitigation.

o |dentification of Secure Shell deployment practices at Sample Customer that run afoul
of PCI- DSS compliance requirements, with recommendations for achieving
compliance.

Report Methodology

The report methodology consists of three phases:

1. Discovery phase: The SSH Security Consultant interviewed XYZ and ABC to identify
the policies, procedures andpractices currently in place with respect to Secure Shell
use and governance at Sample Customer.

2. Scan phase: A sample set of the server environment consisting of 771 servers which
comprise the majority of the Unix environment in Country XYZ were scanned for Secure
Shell keys, software configurations and relevant OS information.

3. Analysis phase: The results of the scans were combined with the interview findings to
assess compliance and risk status with respect to PCI-DSS controls. Because a
sampling methodology was used in the scan phase, extrapolations were also made to
provide enterprise wide analysis and conclusions.



Analysis Summary

The assessment detected 5 high risk items that should be looked into in more detail. Some key findings
include:

e Several instances of key-based access from test to production was identified as well as various
unknown key-based connections to production systems.

e Controls exist in relation to provisioning of SSH keys to the Linux environment but not present in
Solaris.

e The interview also revealed no system in place to monitor and manage privilege access.

o Alarge majority of SSH keys are older than 2 years and using key lengths under 2048 bits which
are below the best practices for SSH and cryptographic recommendations.

Risk and Compliance Summary

The risk and compliance assessment identified 5 high risk items risks which could be violations of PCI-
DSS controls. These are summarized in Table 1 below. Findings considered High risk are marked in RED.
The detailed findings are provided in the main body of this report.

Risk Recommendation

1. Unauthorized access due Implement a centralized process for requesting and
to lack of lifecycle provisioning SSH-key based access similar to the one in
management of SSH keys place to govern password based access.
Lack of controls for the Perform an access review of existing SSH keys to
lifecycle of SSH user keys eliminate the ones are no longer needed or have no
and authorizations can lead clear owner.

to unauthorized access.
Implement a process to revoke SSH keys after they are no
longer needed or as part of the provisioning process to
only provision keys for a specific amount of time.

2. Unauthorized access to Remove or Restrict offending key from production server
sensitive and personally and review the access from unknown servers to ensure it
identifiable information in is according to defined policies.
production data (Separation
of Duties) Unless there is a significant business justification for these

connections they should be removed.

Non-Compliant connections found: If there is a valid business need for the connection the
connection should be flagged as a security exception and

5006 UNKNOWN A PROD handled accordingly.

955 DEV A PROD

366 TEST A PROD Additionally, restrictions should be enforced for these

connections, such as source and command restrictions.




Elevation of privilege and
bypass of defined controls
for privileged access.

1607 authorizations to root
accounts.

None have source restrictions
in place

Review authorizations to root to ensure they are according
to established policies for gaining privileged access and
that there is a clear business need for them.

All unknown authorizations to root should be investigated.

Remove all root authorizations that are
unused, unnecessary and not according to policy.

All root accounts must have source restrictions placed on
Authorized key

Unauthorized access to
systems via
pivoting/transitive
connections

Identified high value targets
that have access to a large
number

hosts in the environment.

Review trust-relationships for the keys that grant wide
access to the environment and ensure those give only the
required access.

Unauthorized access due
to weak cryptography.

44% of the scanned
authorized keys & 56% of
private keys are less than
2048 bits in length which are
considered as ‘weak’

Current recommended practice is to use asymmetric
(RSA or DSA) key sizes of 2048 or higher. Rotate weak
keys into keys with longer lengths (2048 or higher).

Recommend deprecating use of DSA keys in favor of
RSA or elliptic curve keys.

Key compromise due to long
crypto periods

22% of private keys are older
than 2 years.

Define a crypto period policy for SSH keys that defines
maximum allowed periods before a key should be
rotated.

A crypto period of 2 years for 2K keys is

considered good practice.

Rotate or replace keys that are older than the defined
crypto period.

Key Protection

89% of detected SSH private
keys are not passphrase
protected.

87% of the detected SSH
private

keys were found on more than
one host

Private keys used for interactive connections should be
rotated and secured with a passphrase.

Remove shared private keys by rotating instances of
Shared private keys to create unique key pairs per client

hosts.

Elevation of privileges.

Only 0.12% of SSH keys have
some kind of restriction in
place.

None of the authorizations to
root have restrictions in place.

Usage and purpose of SSH key based authorizations
should be evaluated.

Source restrictions should be put in place based on the
trust-relationship and key activity monitoring information.

Command restrictions should be put in place for
automated processes that are used for executing
repeated tasks.

All obsolete authorizations or those without a business
need should be removed.




7. Unauthorized access and

compromise of security
controls due to improper
configuration management

Recommend that LogLevel is set to VERBOSE. Enabling
log level to VERBOSE allows the SSH server to log the
fingerprint of public keys when used.

AuthorizedKeysFile should be configured to a central root-
owned location to restrict addition and modification of
authorized keys for non-privileged users.

Recommend addressing the few deviations against
defined SSH configuration policy regarding
PermitRootLogin and Banner file.

Recommend implementing a policy for allowed ciphers
and MACs that is inline with the cryptographic policy of the
organization. This should also include what are the
allowed key algorithms that can be used.

Unauthorized access using
SSH tunneling

SSH tunneling was enabled
on all systems scanned
although there was no
business use case for it.

Systems should be reviewed for any business need for
SSH tunneling. Unless otherwise required, tunneling
should be disabled by default.

9. Lack of visibility into

Privileged User

Access

Centralized syslog exists

but ssh access not
logged.
Centralized Logging

system NOT connected
to SIEM tool for alerting.

Enable sending SSH syslog entries to centralized logging
and connect to SIEM tool to enable quick detection of
unauthorized activity.

Enable verbose logging on every SSH server

10. Unauthorized actions by

privileged users

No process or tools in place to
monitor administrators’ access
and actions performed on
critical IT infrastructure.

Tools should be evaluated and put in place to enable
monitoring of remote system access, specially actions
performed by privileged users.

11. Data loss or exfiltration by

privileged users

No process or tools in place
to perform intrusion or data
loss prevention for encrypted
channels such as SFTP file
transfers.

Tools for inspecting encrypted connections should be
evaluated

12. Malware & AntiVirus Risk

through Encrypted
Channels

No process or tools in place
to detect Malware being
delivered to the estate over
encrypted channels such as
SFTP file transfers.

Tools should be for inspecting encrypted connections
should be evaluated




1. Environment Status & Key Distribution.

Average number of private keys and public keys per server.

DISCOVERED KEYS KEYS PER HOST
Private keys 2163 283
Authorized keys 77935 101.08
KEY DISPOSITION KEYS PORTION
Fingerprint without active keys 1281 47.62%
Fingerprints with active keys 1408 52.38%
Total distinct key fingerprints 2690 100.00%
Keys
USER IDS WITH PRIVATE KEYS KEYS PER HOST
0 (root) 159 0.21
1-99 - 0.01
100-499 13 0.02
500- 1987 2.58
None 0 0.00
Total users 2163 2.81
USER IDS WITH AUTHORIZED KEYS KEYS PER HOST
0O (root) 1607 2.08
1-99 3 0.00
100-499 33 0.04
500- 76292 98.95
None 0 0.00
Total users 77935 101.08
PRIVATE KEY FILES FILES PORTION
Empty passphrase 1933 89.37%
Passphrase-protected 230 10.63%
Total private keys 2163 100.00%

We can see that 2163 Private keys were detected for a total of 2163 users across 771 hosts.

77935 authorized keys were detected, 1607 of those to the root account.

89% of private keys have no passphrase protection set.



2. Graphic of key strength & age distribution.

2.1 Private Key Age Distribution

AGE

Older than 5 years
Between 2 to 5 years
Between 1to 2 years
Less than 1 year

Total private keys

2.2 Private Key Strength Distribution

ALGORITHM

2048-bit SSH-RSA
1024-bit SSH-DSS
1024-bit SSH-RSA
0-bit UNKNOWN
2048-bit SSH-DSS
Others

Total keys

m Key Size => 2048 m Key size < 2048-bit

2.3 Authorized Key Strength Distribution

ALGORITHM

2048-bit SSH-RSA
1024-bit SSH-DSS
1024-bit SSH-RSA
1023-bit SSH-RSA
776-bit SSH-RSA
Others

Total keys

m Key Size => 2048 m Key size < 2048-bit

22% of private keys have not been renewed in more than 2 years.
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NUMBER OF KEYS

251
225
678
1009

2163

NUMBER OF PRIVATE KEYS

991
967
142
45
16
2

2163

NUMBER OF AUTHORIZED KEYS

43312
26678
6520
468
323
634

77935

54% of Private Keys & 46% of Authorized keys scanned are less than 2048 bits in length

which are considered as ‘weak’.

Current recommended practice is to use asymmetric (RSA or DSA) key sizes of 2048 or higher.

35,507 Private or Public Keys should be renewed with strong key algorithms.



3. Visualizations of SSH key-based trust relationships

Trust relationships based on host classifications

Hosts
DEV: 110
TEST: 94
PROD: 110
Skipped: 0
Total: 314

Trust relationships
DEV > DEV: 8425
DEV > TEST: 5595
DEV > PROD: 955
TEST > DEV: 5205
TEST > TEST: 3401
TEST > PROD: 366
PROD > DEV: 432
PROD > TEST: 265
PROD > PROD: 231
Total: 24875 of 390568

Trust relationships

anénsw304

28//,,_‘0 anonsrv349

é{anonsrvB?.S
t . () anonsrv3ds

anonsnv3g7
|
|

anonsrv361

anonsrv223
ERRTEEV:

The above graph shows a trust relationship map of the scanned environment.

We have identified a high number of non-compliant access trusts across segregated

environments.

DEV e
TEST @
PROD ©

1550 (8.7%) Authorized Keys have been identified as needing to be restricted or removed.

Authorization Identified count
DEV A PROD 955
TEST A PROD 366

Total Authorizations

390,568




Trusts configured from Unknown Connections

Unknown Trust relationships

Hosts Unknowns @
Unknowns: 1 PROD ¢
PROD: 110
Skipped: 0
Total: 111

Trust relationships

Unknowns > PROD: 5006
PROD > PROD: 231
Total: 5237 of 390568

anonsrv170

UNKNOWN

Only 0.12 % of authorized Keys detected have source restrictions in place
We can see 5006 connections coming into 110 PROD servers from Unknown

Servers.




Assessment Results and Recommendations

Item 1 Unauthorized access due to the lack of standard process
to manage SSH key lifecycles

Risk Unauthorized access due to the lack of standard process to manage SSH
key lifecycles.

Area Key management practices

Risk level High

Violations PCl 7.1.x, 8.1.%, 8.3, 8.5,8.6,8.7,8.8

Description Key management entails all processes related to the lifecycle of SSH-keys.
It examines procedures and processes for creating, adding, deleting, and
renewing keys and sheds light on how key management processes are
organized, how key actions are triggered, what controls are in place to
prevent unauthorized changes to the key environment and how the key
environment is monitored, as well as what policies are in place for key
usage.

Assessment There is no centralized process to provision SSH keys. While there are

result processes in place to provision access for accounts that is tied to the in-

house IT service management system (BMC Remedy) this system does not
currently cover SSH keys.

There is no defined process to review and revoke key-based access once it
is no longer needed.

Recommendation

Introduce controls to the environment to lockdown provisioning of SSH keys
down to privileged accounts.

Implement a centralized process for requesting and provisioning SSH-key
based access similar to the one in place to govern password based access.
Perform an access review of existing SSH keys to eliminate the ones are no
longer needed or have no clear owner.

Implement a process to revoke SSH keys after they are no longer needed
or as part of the provisioning process to only provision keys for a specific
amount of time.




Item 6 Key compromise due to long crypto periods

Risk

Key compromise due to long crypto periods

Area

Key age best practices

Risk level

Medium

Violations

PCl25,35.1,8.1, 8.7

Description

Depending on security policies or external compliance regulations key age
should be monitored and old keys should be phased out regularly.
Monitoring the age of SSH keys is difficult due to the lack of mechanisms
in the protocol to pinpoint the key creation time. It is best practice to use a
key management tool which monitors the whole key lifecycle from creation
to end of life so that keys can be rotated regularly.

SSH Risk Check uses file attributes to make initial estimates about the key
age.

Assessment
result

Scans show that the vast majority of private keys (87%) are older than 2
years. It is considered good security practice to rotate credentials at least
every 24 months.

There is no policy in place specifically for SSH keys or rotation periods.
Current access management and security policies define rotation for
passwords (should be changed every few months).

Recommendation

Define a crypto period policy for SSH keys that defines maximum allowed
periods before a key should be rotated.

All the keys and related authorizations that are over two years old should
be renewed with new key material as a good security practice. This
minimizes the impact of key compromise, as old decommissioned keys
would no longer be of any use.

Renewal of key based access should be included into the access
management and security policies of the organization.

A process and an ongoing practice should be put in place to ensure timely
and reliable rotation of keys that are reaching the defined rotation period.




Item 10 Unauthorized access using SSH tunneling

Iltem Unauthorized access using SSH tunneling

Area SSH Tunneling

Risk level High

Violations PCl1.1.6,1.2.1,1.3.5,12.3.10,

Description SSH can be used to encrypt virtually any network connection via SSH
tunneling. It creates a wrapper for your connection and acts as a proxy for
your forwarded data. As this can be used from inside your network to
circumvent company firewall policies it should be used with extreme care
and only if there are no other practical ways around it.

Additionally, SSH tunneling can be used to create a “shadow VPN” and
therefore unmonitored entry points into your corporate network which could
be extremely dangerous.

Assessment Based on configuration file analysis, TCP Forwarding configuration settings

result are mostly using the defaults. Default is yes, meaning that TCP Tunneling is

enabled across the whole environment.

Based on the interview, there are no known use cases or use of TCP
tunneling within the environment.

X11 forwarding is typically only used during software installations. However,
this is not managed or controlled in any way.

Recommendation

If there is no business need for TCP tunneling, it should be disabled on all
servers.




Compliance and Risk Conclusions

Based on the interview, environment scan and analysis, there are several high risk areas that
should be mitigated. See risk and compliance summary earlier in the report.

The root cause for the identified risk and policy violations is the lack of central visibility,
management of SSH and related authorizations as well as enforcement of the access
management and security policies for Secure Shell (SSH) and related services and keys. While
certain segments of the environment (Linux servers) have implemented some controls, these
have not yet been rolled out across the entire environment.

SSH server configurations are not centrally managed and several estate wide compliance risks
have been identified.

Recommendations

The analysis of how Secure Shell is used at Example Company revealed several high risk
issues and potential PCI-DSS compliance violations.

It is the recommendation of SSH Communications Security that Example Company initiate a
program to implement the recommendations detailed in the Assessment Results section of this
report.

SSH Key Management & Risk Reduction Program

1. Introduce centralized SSH Key management solution to control and govern all SSH
access across example Company Estate.

2. Remove Non-Prod to Prod Access for Privileged Accounts

3. Remove Non-Prod to Prod Access for Application Accounts

4. Remove Unused Authorized Keys

5. Recycle Duplicate Private Keys

6. Renew all existing Keys with Key Age > 1 year

7. Introduce Centralized Automated Key Renewal process

8. Disable SSH V1 across all servers

9. Disable SSH Tunneling across all servers

10. Move all SSH Authorized keys into a locked down location

All the above actions can be managed by SSH Universal Key Manager.

Additionally consider using SSH CryptoAuditor to compliment existing DLP, AV & Malware
systems by enabled them to content inspect SSH encrypted channels

Please contact us at risk.assessment@ssh.com to discuss how SSH Communications Security
can help resolve the highlighted issues and reduce your current compliance risk.


https://www.ssh.com/products/universal-ssh-key-manager/
https://www.ssh.com/products/cryptoauditor/
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