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Chapter 1 About This Document

This guide describes the changes between SSH Tectia Server for IBM z/OS version 5.x client tools and version
6.0 client tools, and gives instructions on upgrading the tools. Readers are expected to be familiar with SSH
Tectia Server 5.x for IBM z/OS.

The architecture of the SSH Tectia client tools for z/OS was changed in release 6.0. The new SSH G3 archi-
tecture allows for faster file transfer speeds and better scalability.

Along with the architecture changes, the configuration file format used by SSH Tectia client tools was changed
in release 6.0; now it uses a more flexible and robust XML format.

Migrating existing installations of SSH Tectia Server for IBM 27OSwill require planning and rewriting of the
client configuration files. This document contains instructions on planning and carrying out the migration
from SSH Tectia Server 5.x for IBM z/OS client tools to version 6.0 client tools.

0 Note

Server configuration and commands are not affected in SSH Tectia Server for IBM z/OS version
6.0. The same configuration format and commands as in version 5.5 is used.

This document contains the following information:
* introduction to SSH Tectia Server 6.0 for IBM z/0OS
» planning the migration

» changes in the SSH Tectia client tools configuration

1.1 Related Documents

SSH Tectia Server 5.5 for IBM zZZOSAdministrator Manual and the SSH Tectia man pages contain descriptions
of the 5.5 client configuration options.

SSH Tectia® Server 6.0 for IBM z/OS Migration Guide © 2005-2008 SSH Communications Security Corp.



6 About This Document

SSH Tectia Server for IBM z/OS Product Description contains important background information on the ar-
chitecture, and we recommend that you read it before this document.

SSH Tectia Server 6.0 for IBM ZZOSUser Manual contains detailed instructions on using the new SSH Tectia
client tools on z/OS, including descriptions of the configuration files.

1.2 Documentation Conventions

The following typographical conventions are used in SSH Tectia documentation:

Table 1.1. Documentation conventions

Convention | Usage Example

Bold Menus, GUI elements, strong emphasis Click Apply or OK.

- Series of menu selections Select File - Save

Monospace | Filenames, commands, directories, URLS etc. Refer to readme. txt

Italics Reference to other documents or products, emphasis See SSH Tectia Client User

Manual

# In front of a command, # indicates that the command is | # rpm --install package.rpm
run as a privileged user (root).

$ In front of a command, $ indicates that the command is | $ sshg3 user@host
run as a non-privileged user.

\ At the end of a line in a command, \ indicates that the $ ssh-keygen-g3 -t rsa \
command continues on the next line, but there was not R
space enough to show it on one line.

0 Note

A Note indicates neutral or positive information that emphasizes or supplements important points
of the main text. Supplies information that may apply only in special cases (for example, memory
limitations, equipment configurations, or specific versions of a program).

Caution

A Caution advises users that failure to take or avoid a specified action could result in loss of data.

1.2.1 Operating System Names
When the information applies to several operating systems versions, the following naming systems are used:
» Unix refers to the following supported operating systems:

« HP-UX

© 2005-2008 SSH Communications Security Corp. SSH Tectia® Server 6.0 for IBM z/OS Migration Guide



1.3 Customer Support 7

« IBMAIX
¢ Red Hat Linux, SUSE Linux
¢ Sun Solaris

« IBM z/0OS, when applicable; as SSH Tectia Server for IBM z/OS is running in USS and uses Unix-
like tools.

» z/OS is used for IBM z/OS, when the information is directly related to IBM z/OS versions.

*  Windows refers to all supported Windows versions.

1.3 Customer Support

All SSH Tectia product documentation is available at http://www.ssh.com/resources/.

If the product documentation does not answer all your questions, you can find the SSH Tectia FAQ and
Knowledge Base at http://support.ssh.com/.

If you have purchased a maintenance agreement, you are entitled to technical support from SSH Communic-
ations Security. Review your agreement for specific terms.

Information on submitting support requests, feature requests, or bug reports, and on accessing the online re-
sources is available at http://www.ssh.com/support/contact/.

SSH Tectia® Server 6.0 for IBM z/OS Migration Guide © 2005-2008 SSH Communications Security Corp.
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Chapter 2 Introduction

The following areas are different in the 5.x and 6.x versions of the SSH Tectia Server for IBM z/0OS.

Software architecture
The 6.x version uses the new SSH G3 architecture which is the third complete implementation of the
Secure Shell protocol. SSH G3 is based on and fully compatible with the standard SSH2. SSH G3 allows
faster secure file transfers and application tunneling without causing processing bottlenecks.

In the 6.x version, the SSH Tectia client tools architecture includes the Connection Broker, that handles
all encryption and authentication tasks for these Secure Shell client components.

Software configuration
SSH Tectia 6.x client tools use standard XML-based configuration files. The flexible XML configuration
file format allows implementing even complex security policies easily.

Installation location
The default location of all executables and global configuration files in SSH Tectia Server for IBM z/0OS
version 6.x has been changed to Zopt/tectia.

Changes in SSH Tectia client tools are detailed in the following sections. For general information on the SSH
Tectia products and features, see also SSH Tectia Server for IBM z/OS Product Description.

2.1 Client Tools

SSH Tectia client tools have been updated between releases 5.x and 6.x. The following sections detail the
changes made.

2.1.1 Architecture

The architecture of SSH Tectia Server for IBM z/OS has been changed to include a new component called
the Connection Broker.

SSH Tectia® Server 6.0 for IBM z/OS Migration Guide © 2005-2008 SSH Communications Security Corp.



10 Introduction

The Connection Broker implements the Secure Shell protocol and it is a common component for client-side
tools sshg3, sftpg3, and scpg3. Instead of opening the SecSh transport sessions themselves, the client programs
request channels from the Connection Broker. Channels can be terminal channels, remote program execution
channels, SFTP channels, or TCP tunnels, for instance.

With SSH Tectia Server 6.0 for IBM z/OS client tools, all connection-related settings, such as connection
profiles, as well as the used ciphers, authentication methods, and tunnels are part of the Connection Broker
configuration.

For more information on the Connection Broker, see SSH Tectia Server for IBM z/OS Product Description.

2.1.2 Configuration File and Commands-line Tools

SSH Tectia client tools use the XML-format configuration file ssh-broker-config.xml. The configuration
file can be edited with an ASCII text editor or an XML editor. The ssh-socks-proxy-config.-xml configur-
ation file used the same format already in SSH Tectia Server for IBM z/OS version 5.5.

Connection profiles can now be used also with the command-line tools on z/OS.

The command-line tool names and some of the command-line options have been changed between SSH
Tectia Server for IBM z/OS versions 5.x and 6.0.

For more information on changes in the SSH Tectia client tools configuration, see Chapter 4.

For more information on changes in the command-line clients, see Section 4.3.

© 2005-2008 SSH Communications Security Corp. SSH Tectia® Server 6.0 for IBM z/OS Migration Guide
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Chapter 3 Planning the Migration

This chapter gives advice on planning the migration and lists the general migration steps.

3.1 Client Tools

The migration consists of the following basic steps:
1. Familiarize yourself with the new software architecture and configuration.
2. Make new configuration(s). See Chapter 4.

3. Upgrade the SSH Tectia Server for IBM z/OS software. See SSH Tectia Server 6.0 for IBM zZOSAdmin-
istrator Manual for step-by-step instructions.

4. If you have used SSH Tectia Server for IBM z/OS command-line tools in scripts, scheduled file transfers,
or remote command execution, check the scripts and command lines for any outdated options, and make
the necessary changes. See Section 4.3.

You can edit the ssh-broker-config.xml configuration file using a text editor or an XML editor.

SSH Tectia® Server 6.0 for IBM z/OS Migration Guide © 2005-2008 SSH Communications Security Corp.
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Chapter 4 SSH Tectia Client Tools Configuration

This chapter describes how the SSH Tectia client tools for z/OS configuration file and commands have changed
between releases 5.x and 6.x, and how to convert an existing SSH Tectia client tools for z/OS 5.x configuration

to the new format.

4.1 File Names and Locations

The file names and locations have changed between SSH Tectia client tools for z/OS releases 5.x and 6.x.

The following sections detail the differences.

4.1.1 Executables

Table 4.1 shows the commands in SSH Tectia client tools for z/OS 5.5 and the corresponding commands in

SSH Tectia client tools for z/OS 6.x.

Table 4.1. Client command names in SSH Tectia Server for IBM z/OS client tools 5.5 and 6.x

SSH Tectia 5.5 SSH Tectia 6.x
ssh2 sshg3
scp2 scpg3
sftp2 sttpg3

ssh-keygen2

ssh-keygen-g3

ssh-add2

ssh-agent2

Functionality handled by ssh-broker-g3

ssh-keydist2

ssh-keydist-g3

ssh-socks-proxy

ssh-socks-proxy (default location changed)

On z/0S, the default directory for all client executables is Zopt/tectia/bin.

SSH Tectia® Server 6.0 for IBM z/OS Migration Guide
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14 SSH Tectia Client Tools Configuration

4.1.2 Configuration Files

Table 4.2 shows the configuration files in SSH Tectia client tools for z/OS 5.5 and the corresponding files in
SSH Tectia client tools for z/OS 6.x.

Table 4.2. Configuration files in SSH Tectia Server for IBM z/OS client tools 5.5 and 6.x

SSH Tectia 5.5 SSH Tectia 6.x
ssh2_config ssh-broker-config.xml
ssh-socks-proxy-config.xml ssh-socks-proxy-config.xml (locations changed)

the default configuration file locations are:

» Factory defaults: opt/tectia/etc/ssh-tectia/auxdata/ssh-broker-ng/ssh-broker-config-de-
fault.xml and opt/tectia/etc/ssh-tectia/auxdata/ssh-broker-ng/ssh-socks-proxy-config-
default._xml

» Global configuration: opt/tectia/etc/ssh-broker-config.xml and opt/tectia/etc/ssh-socks-

proxy-config.xml

» User-specific configuration: $HOME/ .ssh2/ssh-broker-config.xml and $HOME/.ssh2/ssh-socks-

proxy-config-default.xml

4.2 Configuration File Options

In SSH Tectia client tools for z/OS 6.x, most of the configuration options are part of the Connection Broker
configuration.

4.2.1 Command-Line Clients

In SSH Tectia client tools for z/OS 5.x, the command-line clients were configured using the ssh2_config
file.

In 6., the command-line clients do not have a separate configuration file. Instead, the main part of SSH
Tectia client tools for z/OS configurations are done in the XML-format Connection Broker configuration file

ssh-broker-config.xml

4.2.2 The Connection Broker Configuration

The Connection Broker reads three configuration files (if all are available):

1. The ssh-broker-config-default.xml file is read first. It holds the factory default settings. It is not
recommended to edit the file, but you can use it to view the default settings.

© 2005-2008 SSH Communications Security Corp. SSH Tectia® Server 6.0 for IBM z/OS Migration Guide



4.2.3 Converting ssh2_config to ssh-broker-config.xml 15

This file must be available and correctly formatted for the Connection Broker to start.

2. Next, the Connection Broker reads the global configuration file. The settings in the global configuration
file override the default settings.

If the global configuration file is missing or malformed, the Connection Broker will start normally, and
will read the user-specific configuration file, instead. A malformed global configuration file is ignored
and the default settings or user-specific settings, if they exist, are used instead.

3. Last, the Connection Broker reads the user-specific configuration file, if it is available. The settings in
the user-specific configuration file override the settings in the global configuration file, with the following
exceptions:

» The following settings from the user-specific configuration are combined with the settings of the
global configuration file;

¢ Ingeneral element, the key-stores and cert-val idation settings
e Inprofiles element, all settings
¢ In static-tunnels element, all settings.

« Ifaconnection profile with the same name has been defined in both the global configuration file and
user-specific configuration file, the latter one is used.

» If the crypto-lib, strict-host-key-checking, host-key-always-ask, and accept-unknown-
host-keys elements have different values in the global and user-specific configuration, the more
secure of the values is used.

» Ifthe Filter-engine settings have been defined in the global configuration file, and the file is valid
(not malformed), those settings are used, and any fi I'ter-engine settings made in the user-specific
configuration file are ignored.

If the user-specific configuration file is missing, the Connection Broker will start using the previously
read configuration files. However, if a user-specific configuration exists but is malformed, the Connection
Broker will not start at all.

The default locations of the configuration files are listed in Section 4.1.2.

4.2.3 Converting ssh2_confi g to ssh- br oker - confi g. xm

Table 4.3 shows the differences in the configuration settings. The left column lists all configuration options
used in the ssh2_config file in SSH Tectia client tools for z/OS 5.5. The right column shows how the same
thing can be configured in the ssh-broker-config.xml file in SSH Tectia client tools for z/OS 6.x.

The table contains a reference to the correct element and/or attribute used in the ssh-broker.config.xml
file. Use the table together with Chapter Configuring Connection Broker in SSH Tectia Client 6.x User

SSH Tectia® Server 6.0 for IBM z/OS Migration Guide © 2005-2008 SSH Communications Security Corp.
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Manual, that describes the configuration settings in detail. The references are presented using the XPath
notation.
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Table 4.3. SSH Tectia client tools for z/OS 5.5 and 6.x configuration options comparison

ssh2_confi g configuration
option

Equivalent option in ssh- br oker - conf i g. xm

Al lowedAuthentications

authentication-methods/authentication-method[@name=""_.."],

can be used in default-settings and profiles/profile.

AuthenticationSuccessMsg

Not configurable. The 'Authentication successful' message is always shown.

AuthPassword.Al lowFromCom-

mandLine

Not configurable. Passwords from command line are always allowed (but
not recommended).

BatchMode

Can be specified using the -B/--batch-mode command-line option with
sshg3, scpg3, and sftpg3

Cert.DODPKI

general/cert-validation/dod-pki[@enable="yes"|"no']

Cert._EndpointldentityCheck

general/cert-validation[@end-point-identity-check="yes"|"'no"]

CharsetConvert Not configurable. The stdout data is always converted to EBCDIC.

Ciphers ciphers/cipher[@name="..."], can be used in default-settings and
profiles/profile

ClearAllForwardings Not available.

Compression compression[@name="_.." @level="0..9"], can be used in default-
settings and profiles/profile

DebugLogFile Not available. Instead, when enabling debug with the -b command-line
option, it is possible to redirect the debug output to file using option -1
<filename>

DefaultDomain Not available.

DisableVersionFal lback

Not available. There should be no need to disable possible compatibility
code.

DontReadStdin Can be specified using the -n command-line option with sshg3. (Unix
only)

EkInitString general/key-stores/key-store[@init=""___"]

EkProvider general/key-stores/key-store[@type=""_..."]

EscapeChar Can be specified using the -e/--escape-char command-line option with

sshg3.

ForcePTTYAllocation

Can be forced using the -t/--tty command-line option with sshg3.

ForwardAgent forwards/forward[@type="agent"” @state="on"|"off"|"denied"],
with the -a/+a command-line option in sshg3 it is possible to disable/en-
able agent forwarding. If state=""denied", cannot be enabled using +a.

GatewayPorts profiles/profile/tunnels/local-tunnel[@al low-relay=
"'yes"|""no""]

GoBackground Can be specified using the - command-line option with sshg3.

Host profile[@host="host_address']

HostCA general/cert-validation/ca-certificate

HostCAEkProvider general/cert-validation/key-store

SSH Tectia® Server 6.0 for IBM z/OS Migration Guide

© 2005-2008 SSH Communications Security Corp.



18

SSH Tectia Client Tools Configuration

ssh2_conf i g configuration
option

Equivalent option in ssh- br oker - conf i g. xm

HostCAEKProviderNoCRLs

general/cert-validation/key-store[@disable-cris="yes"|"no"]

HostCANoCRLs general/cert-validation/ca-certificate[@disable-
cris="yes"|"no""]
HostKeyFormat general/known-hosts/key-store[@filename-

format="hashed"|"plain']

HostKeys.Cert.Required

server-authentication-methods/authentication-meth-
od[@name=""certificate"|"publickey'], can be used in default-
settings and profiles/profile

HostKeys.Cert.Validation-
Methods

If the zos-saf provider is defined in general /known-hosts/key-store
SAF validation is used. Otherwise, SSH Tectia validation is used. SSH
Tectia Server 6.0 for IBM z/OS does not support using both SAF and SSH
Tectia validation together.

HostKeysEkProvider

general/known-hosts/key-store

IdentityFile

Can be specified with general /key-stores/identification[@Ffile="Fi-
lename'], or profiles/profile/authentication-methods/user-

identities/identity[@identity-file="filename'].

IdentityKeyFile

Keys can be specified with general/key-stores/key-
store[@type=""software" @init="key_fFiles(path_to_key)'], or
profiles/profile/authentication-methods/user-identities/iden-
tity[@file="keyfile"].

KeepAlive Not configurable. Keepalive messages are always off.

LdapServers general/cert-validation/ldap-server

LocalForward profile/tunnels/local-tunnel

MACs macs/mac[@name="". . .""], can be used in default-settings and pro-
files/profile.

NoDelay Not configurable. No delay is always on.

NumberofPasswordPrompts

Not available. There should be no need to set number of password prompts
on client side.

OCSPResponderURL general/cert-validation/ocsp-responder

PasswordPrompt Not available.

PidFile Not available. The Connection Broker can be stopped, for example, by
running "ssh-broker-ctl stop".

Port profile[@port="port_number']

ProxyServer proxy[@ruleset="..."], can be used in default-settings and pro-
files/profile. For certificate validation, proxy settings are configured
using general/cert-validation[@http-proxy-url="..." @socks-
server-url="___"].

QuietMode Can be specified using the -q command-line option with scpg3.

RandomSeedFile

Not configurable. Default random seed is used.

© 2005-2008 SSH Communications Security Corp.
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ssh2_conf i g configuration Equivalent option in ssh- br oker - conf i g. xm
option

RekeyIntervalSeconds rekey[@bytes="number_of bytes'], can be used in default-settings
and profiles/profile.

RemoteForward profile/tunnels/remote-tunnel

SetRemoteEnv remote-environment/environment, can be used in default-settings

and profiles/profile.

Ssh1AgentCompatibility SSH1 compatibility is not supported.

SshilCompatibility SSH1 compatibility is not supported.

SshllnternalEmulation SSH1 compatibility is not supported.

SshiMaskPasswordLength SSH1 compatibility is not supported.

Ssh1Path SSH1 compatibility is not supported.

SocksServer See ProxyServer

StrictHostKeyChecking general/strict-host-key-checking[@enable="yes"|"no'"]

StrictModes Not configurable.

StrictModes.User- Not configurable.

DirMaskBits

UseCryptoHardware Not configurable. Crypto hardware is always used for the algorithms it is
available for.

User profile[@user="user_name'"]

UserConfigDirectory Not configurable.

UseSocks5 Configured directly in proxy[@ruleset=".._'"] in default-settings
and profiles/profile. For certificate validation use cert-valida-
tion[@socks-server-url="socks5://..."]

VerboseMode Can be specified using the -v command-line option with sshg3 and scpg3.

4.3 Command-Line Options for Command-Line Clients

The names of the command-line clients have changed between releases 5.x and 6.x. In version 5.x, the com-
mand-line clients were ssh2, sftp2, and scp2. In version 6.x, they are called sshg3, sftpg3, and scpg3.
However, the old command names can be used with SSH Tectia client tools for z/OS and ConnectSecure 6.x
normally. For example, running ssh2 automatically uses sshg3.

Some of the available command-line options have changed between releases 5.x and 6.x. These changes might
affect scripts and batch jobs. Check all scripts and batch jobs that use ssh2, sftp2, or scp2 and if they use
any outdated options, modify them to use the new command-line options, instead.

The following tables compare the command-line options between versions 5.5 and 6.x.

SSH Tectia® Server 6.0 for IBM z/OS Migration Guide © 2005-2008 SSH Communications Security Corp.
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Table 4.4. ssh2 and sshg3 command-line options comparison

ssh2 command-line option

Equivalent sshg3 command-line option

-1[ti] Not available, SSH1 protocol is not supported.
-4 Not available, IPv4 is always used.

-6 Not available, IPv6 not supported.

-a -a 0r --no-agent-forwarding

+a +a

-c ci pher -c ci pher

-C Not available.

+C Not available.

-D debug_I evel

-D debug_I evel

-e escape_char

-e escape_char

-E provider Not available, must be set in the Connection Broker configuration.
-f[o] -, argument "o~ not available

-F file Not available.

-g -g Or --gateway

+9 +g

-h -hor --help

-1 file -ifile

-l initstring

Not available, must be set in the Connection Broker configuration.

-K keyfile

-Kkeyfile

-1 usernane

-1 usernane

-L listen-port:dst-host:dst-

-L listen-port: dst-host:dst-port

port

-m mac -m mac

-n -n

-0 option -0 Forwar dAgent | For war dX11| Al | owedAut hent i cati ons
-p port -p port

-q -q

-R listen-port:dst-host:dst- -R listen-port:dst-host:dst-port
port

-s -s Or --subsytem

-S -S Or --no-session-channel

-t -t or ——tty

-v -V Or --verbose

-V -V or --version

-X -X Or -X 0r ——no-x11-forwarding

+X +x, +X

© 2005-2008 SSH Communications Security Corp.
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ssh2 command-line option

Equivalent sshg3 command-line option

--password=PASSWORD|
file://PASSWORDFILE (this required
also BatchMode=yes)

--password=PASSWORD| fi le://PASSWORDFI LE| extprog://pr ogr am

New command-line options in sshg3

-B Or --batch-mode

-W

+W

-zbroker_log file

--abort-on-failing-tunnel

--al lowed-authentications=net hods

—--compressions=net hods

--exclusive

--identity=id

--identity-key-id=i d

--identity-key-hash=i d

--remote-environment-name=val ue

--remote-environment-format=val ue

SSH Tectia® Server 6.0 for IBM z/OS Migration Guide © 2005-2008 SSH Communications Security Corp.
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Table 4.5. scp2 and scpg3 command-line options comparison

scp2 command-line option

Equivalent scpg3 command-line option

-1

Not available, SSH1 is not supported.

-4 Not available, IPv4 is always used.
-6 Not available, IPv6 not supported.
-a[arg] -a[arg]

-b buffer_size

-b buffer_size_ bytes

-B -B or --batch-mode
-c ci pher Not available, must be set in the Connection Broker configuration.
-d -d

-D debug_| eve

-D debug_I| evel —-debug="1evel "

-hor --help

-1 Or --interactive

-N max_requests

-N max_requests

-0 option_to_ssh2

Not available. scpg3 uses the Connection Broker.

-p -p

-P port -P port

-q -q

-Q -Q

-r -r

-S ssh2 _path Not available, this option is not needed as scpg3 uses the Connection Broker.
-u -u Oor ——unlink-source

-V -v Or —--verbose

-V -V or --version

-W -Wor --whole-file

--checksum[=no]

—--checksum[=yes|no|md5]shal|md5-force|shal-force|checkpoint]

--force-lower-case

-—force-lower-case

--overwrite[=no]

--overwrite[=yes|no]

New command-line options in scpg3

--append

--binary

--checkpoint=s<seconds>

--checkpoint=b<bytes>

--dst-site=PARAM

--Fips

-m Fileperm [:dirperm]

-0 or --offset=r<offset>|w<offset>] I<length>]t<length>

--password=PASSWORD| Fi le://PASSWORDFI LE| extprog://PROGRAM

--plugin-path=PATH
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scp2 command-line option

Equivalent scpg3 command-line option

--prefix=PREFI X

--src-site=PARAM

--statistics[=yes|no|simple]

--streaming[=yes|no|force|ext]

Table 4.6.

sft p2 and sft pg3 command-line options comparison

sft p2 command-line option

Equivalent sf t pg3 command-line option

Not available, IPv4 is always used.

Not available, IPv6 not supported.

-b buffer_size

-b buffer_size_bytes

-B batch_file

-B batch_file

-c ci pher

Not available, must be set in the Connection Broker configuration.

-D debug_| eve

-D debug_| evel --debug="1 evel "

-h or —--help

-m nmac

Not available, must be set in the Connection Broker configuration.

-N max_requests

-N max_requests

-0 option_to_ssh2

Not available. sftpg3 uses the Connection Broker.

-P port -P port

-S ssh2_path Not available, this option is not needed as sftpg3 uses the Connection Broker.
-V -v Or --verbose

% -V Or —--version

New command-line options in sft pg3

-—Fips

--password=PASSWORD| File://PASSWORDFI LE| extprog://PROGRAM

--plugin-path=PATH
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